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SUMMARY

GAMBLER SUBTLE ASSIST==="

convergent

Gambler Subtle Assist the
Personal, Community &
Industry Solution

A web based card technology
developed by AMC Convergent IT

GSA Technology
GAMBLER SUBTLE ASSIST==""

GSA Technology

« Web based card or access method technology

* Dumb Card, minimum magnetic card to act as a
key to turn on system.

»  Works with “smartcard”, or any identification
means; biometric or otherwise, that can interact
with the EGM, key rings, USB devices, etc.

 Active & Passive modes.

* Intervene with or without EGM firmware changes
using funds acceptor “inhibit” or “enable”.

« Central intelligence, enablement, power &
flexibility — Web based portal.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 2
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Capabilities

Capabilities

For the Gambler

* Pre-commitment put into practice

» Player pauses (circuit breakers) — direct (active), indirect (passive).
* Gambling duration and cumulative spend status screen messages
* Exclusion

* Eliminate underage gambling

» Identification of “at risk” and problem gamblers

» Direct support to those who need it

* Rehabilitation tool

* Activity statements

Technological Architecture

» Extensible to multiple gambling modes
» Central intelligence

» Population database

» Changes to system immediate

« Actively protect players pre-commitments without requiring EGM
firmware change using acceptor inhibition.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 3

Precommitment

Precommitment (voluntary, universal, or mandated; with or

without voluntary overrides)

» Time Limits (session, daily, weekly, monthly)

* Player nominated inter-sessional time interval

» Spend Limits (session, daily, weekly, monthly, yearly)
* Maximum bet

* Machine denominations

» Specific day exclusions

* Gambling mode exclusions

» Total exclusions

» Player pauses. Player nominates timing and duration of
pause. (Acts as circuit breaker to loss of control
episodes)

» Messages on duration of play, cumulative spend (via direct to
EGM, SMS, Email & Screen one or more)

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 4
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Exclusion

GAMBLER SUBTLE ASS

Exclusion

« Effective exclusion; single venue or all
(voluntary, statutory or Protection Act, or as
mandated).

» Access denied by flag in system on the portal.
(not dependent on sighting card)
(available in ACTIVE & PASSIVE modes)

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 5

Other critical capabilities

GAMBLER SUBTLE ASSIST==="

Other Critical Capabilities

« Identification of “at risk” and problem gamblers.

» Support services directed to identified patrons,
even under anonymous card options.

* Pre-commitment decisions in hand players.

 Activity statements, on request via Internet or
regular (post, email) over any period.

» Database as research tool.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 6

Identification, psychological & psychiatric modelling
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GAMBLER SUBTLE ASSIST= Stage 1
Initial Identification
Modelling

Initial Identification Process
» Total Gambling Population
» Actual gambling behaviour not self reports of known unreliability
» Available demographic data

Individuals Gambling Total Individual
Behaviour Gambling Population Demographics

Acceleration

(72
Stage One o :
Initial Identification a Shasingllosses
«Identification Criteria =] Disposable income%
+Process Formula ‘g
E
’ “At Risk” Gambler ‘ ’ Problem Gambler ‘
[ Low Risk | [ High Risk |
White: Used, if provided
16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 1

Rules of Engagement

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 7

Rules of Engagement

+ Balance between gambler acceptance, pre-commitment
effectiveness, civil liberties, industry intrusion.

* Once limits reached, GSA is capable of turning off individual’s
access to any gambling mode encompassed by system or send
messages only — direct (active), indirect (passive) (configurable).

* One machine at a time.
» Player control over pre-commitment parameters.
» Player requested stricter limits actioned immediately.
* Player requested relaxation of limits actioned after time delay.
1. 24 hours for limits (configurable).
2. 48 hours for voluntary exclusions re-activation (configuration).

3. Or as mandated.

Messages

Copyright © AMC Convergent IT 2001 2009 Patent Issued Australia, New Zealand, Singapore, South Africa and
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GAMBLER SUBTLE ASSIST==""

Rules of Engagement

Messages sent prior to limit reached

* Encourages player to make responsible decisions for
themselves rather than be dependent on their
behaviour being managed by system actions when limit
is reached.

+ Alerts them to impending shutdown so there is less
likelihood of adverse reaction once access denied

* Informs gambler how to change pre-commitments and
time delay. Reminds them they are in control

» Above all else provides a catch-all.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 8

Impact on recreational players

0 GAMBLER SUBTLE ASSTST==""

Impact on recreational gamblers
acceptance and enjoyment

» Universal acceptance of cards, therefore GSA card is
seen as the preferred system “key”, rather than facial
recognition, etc.

» Gambler Cards will undoubtedly add enjoyment to the
ritualistic and superstitious aspects of gaming.

+ Set & modify own pre-commitment with safety
mechanism.

» Catch-all (Identification & “at risk” players).
* Activity statements “on demand” on the web, kiosks.
+ Passive & Active modes (graded levels of intervention).

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 9

Impact on licensees, employees and non-players
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GAMBLER SUBTLE ASSIST=""

Impact on licensees, employees
and non-gamblers

» Take pressure off the venue staff from onerous
and impossible responsibilities (active)

(Passive mode needs venue staff to enforce exclusion & pre-commitments compared to automatic (EGM)
enforcement in Active mode. This may add to work in venue & potentially involvement in possible
confrontational events.)

* Increase staff morale when industry seen as
more responsible and not contributing to
destruction of individuals and families.

* Reduces legislative burden.

* Long term security as Industry becomes
sustainable.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 10

Lost cards, tourist visitors, card fraud

GAMBLER SUBTLE ASSIST=""

Impact on lost cards, tourist
visitors, card fraud

* No value on card, No trade in cards

« Temporary visitor cards (international, interstate,
pensioners)

» Lost cards. Data resides centrally not on card.
Replacement cards preserve the history,
exclusions and limits as were applied to the
original.

» Cards renewed annually (configurable).

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 11

Industry and Community benefit
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GAMBLER SUBTLE ASSIST==""

Industry and community benefit

* More profitable use of venue as more patrons
comfortable to frequent venues when industry seen as
more ethical or less socially damaging.

* |dentify & actively direct assistance to “at risk” & problem
gamblers.

+ Shifts revenue base from problem gamblers to non-
problem gamblers, making the industry ethically and
economically sustainable.

» Large reduction in social cost of problem gambling.
« Gambling ethically, legally and economically sustainable.

+ Flexible to change with changing needs quickly and
cheaply — no card recall to bring effect to change.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 12

Possible Administration & Central Management structure

GAMBLER SUBTLE ASSIST*==

Administration & Central Management

Structure
Gov’t Minister or Independent Gambling Authority

’ Policy & Regulation ‘

Board of Governors

IGA
Government (1), Industry (1), Psychological (1), Operations (1), Community Services (1)
(@]
c
Change TENDER PROCESS ‘E P
system in line 5 S®
policy cC 0
535
g T &
A >
Intellectual Property Operations Centre 352
. . . N S o
Architects Organisation
Individual Gambler
16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending |IGA Contact www amcretail com 13

Implementation time frame
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GAMBLER SUBTLE ASSIST =
Implementation

» Card readers or access method installed — 12 months.

» Cards issued — ongoing, commencing 3 months before
activation date.

» Final specifications determined, EGM firmware changes
(Active 2) if required or integration acceptor inhibition
(Active 1) — 6 months (overlapping) (active mode only)

» Legislative changes, if required.
» Public consultation & education.
* Venue and staff training.

* Less than 12 months time frame.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 14

Costing — non equipment

GAMBLER SUBTLE ASSIST*="" Balance of costs

« All costs related to the identification
processes of GSA , except machine & some
card/entry method information data entry, are
met by the patron or an EGM levy, this
covers:

— Operational costs,

— Telecommunications costs,

— Psychological profiling features,
Central equipment amortisation & maintenance,
— Royalties & licensing costs

« Counselling costs borne by government or
industry are separate from GSA.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 15

Schematic block diagram of GSA
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GAMBLER SUBTLE ASSIST -
FLOW

GAMBLER SUBTLE ASSIST==

Gambler Card Poker Machine
Some aspects
require ACTIVE Swiped Approve
By Dealer Decline
mode At table
Approve
Decline
Central e —
Gaming Tables Operati Eeaichisnaine
Centre Identification
MACRO . criteri -
) Criteria
VIEW Application p— " met
Process Central : Individual’s database |
: Gambling behaviour, |
demogra!:thics,t i Action
- " i pre-commitment, tri d
Gambling Record available to ] exclusions riggere
individual gambler on request
Pre-commitment parameters -
id d P usi ’ Written Written
OV.eI’I'I es and exc USIOI"IS to database to
written to Card Number’s Offer accepted database
database Identification - Counselling
Gambles freely according to v Verified BHegtesined offered
pre-commitment parameters . “»Modified
enabled by gambler, Gambllng v Advice
statutory authority v'Support
or imposed by legislation. Venue || vTreatment
Communicated by COC
16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 16

Card issuance

GAMBLER SUBTLE ASSIST==

Card issuance

At venue, GSA point or mail or Internet.
Complete form — card option 1 or option 2.
Nominate any pre-commitment parameters or exclusions

Venue barring(statutory powers and Act) written to individual
database

If Internet or mail — applicant must pick up card & show proof of age,
ID and correct any errors in application.

If GSA point or Venue approach operator with completed form
(process is 4min initial take on, 2 min renewal)!

checks the form,

keys the information,

verifies the method of ID (checking photo ID), in option 2 records
details of method of ID,

corrects any errors including player already on file.

Player uses kiosk or Internet to set their PIN & limits, if desired.
Host GSA system activates card immediately it is issued.
Player goes and plays.

Destroy paper form (privacy).

Commence enrolment 3-4 months before activate.

16/03/2005
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Card changes

Card changes

« At venue, GSA point, mail, kiosk or Internet.

* Process is:
— Provide number,
— Password enter if using Internet or Kiosk method.
— Change allowed fields
» Limit increases may have a delay applied (policy).
» Limit decreases applied immediately.

» Exclusion immediate or policy.
» Exclusion removal — policy delay perhaps or GSA point.

— Email automatic confirmation of changes where
email address is known to system.

— Most patrons may do self using kiosk & Internet.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 18

Extraordinary scenarios — Lost/Stolen, Left card, Bartered entry

Extraordinary
scenarios

» Lost/Stolen entry method:
— Reported lost by owner or handed in by finder.
— System de-activates entry method.
— Unlikely improper use due to PIN.
— Reactivated
» Owner goes to venue, ID verified by md5 encryption test.
* Entry method reactivated and returned to owner.

» Left entry method at machine:

— After configurable set time of inactivity with entry method in
machine GSA inactivates the method.

— Reactivated see Lost entry method procedure.

+ Bartered entry method:
— Unlikely to be commercially viable for sellers.

— Types of clients who would use are generally known to venue staff
and this would create a suspicion.

— md> of verifiable encrypted data would detect the subterfuge.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 19

Card entry authorisation
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Mag Card —— ggggm

track 1 or 2 Machine
or

smartcard

—
g3 gm
BL[=— E I

(il

Controller Gateway / Firewall
Local server

+ Card reader or entry device — passes number to its controller, using
terminal network, in turn passes to local server.

» Coin, Note and cashless acceptors “inhibited”.

» Central database lookup via ADSL links, if “off-line” looked up on local
server.

» Go/No Go response given (exclusion, limits, type, denomination, etc)
ACTIVE mode or ALERT sent to venue based staff.

» Go response acceptors “enabled”.
» Off-line catered for (critical portion DB on gateway server).

» Triggered — counsellor contacted by SMS or email & directed to patron
in venue or mail sent to elective patron.

» Credit check if option is implemented.

18/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 20

GSA network diagram

Network
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T

Gambler Internet
access to their
information only
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|

Machine

|

Machine

Controller Gateway / Fire wall
Local Server
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——)

D Gambler Kiosk
. Internet access

Machine

Comms Pipe

SDSL  2M/2M

SDSL  2M/2M

~
Venue
Secure Oracle encrypted database (OLTP) Central Prime Central Backup
1. Subset @ venue — check & offline. Secure Teradata database (OLAP)
2. @ Central — check, update, profiling. 1. Profiling, triggering, outcomes.
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GSA designers and architects
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GAMBLER SUBTLE ASSIST==="

GSA architects

* Dr. John Flanagan (Business & Technical)

B.Sc.,B.V.Sc(hons) Chief Executive Officer AMCCIT
Gambler Subtle Assist designer

* Mr. John Szymanski (Principal Psychologist)

Registered Psychologist, B.Psych., Dip Ed., Univ of
Western Australia Gambler Subtle Assist modelling
designer

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 2

GAMBLER SUBTLE ASS

Gambling is a legal recreational activity & business,
the issues with “problem gambling” revolve around
its early identification & the availability of assistance
coupled with mechanisms enabling individual
responsibility & accountability — “user pays” & a
consumer protection approach.

Gambler Subtle Assist is the “catch-all” solution to
the consumer protection issues & the emerging
gambling community crisis irrespective of the
access method to be used.

16/03/2005 Copyright (c) 2001 2005 AMC Convergent IT, GSA Patent Pending IGA Contact www amcretail com 23
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Preamble

AMC Convergent IT has approached the challenge of gaming machine gambling
from both a technological and psychological standpoint. AMCCIT has married its
technological and psychological expertise to create Gambler Subtle Assist (GSA),
which it considers is a complete solution to the challenge presented by this enquiry. It
also considers enabling effective pre-commitment prevents actual harm. Harm being
defined as spending more time or gambling more money than intended. By enabling
gamblers to effectively manage their gambling behaviour, pre-commitment systems
reduce the potential for recreational gamblers to develop into problem gamblers. By
providing gamblers with gambling activity statements thus enabling gamblers to
effectively budget time and money for their chosen recreational pursuit, GSA reduces
the potential for recreational gamblers to become at risk or problem gamblers. GSA
also puts into effect, reliable exclusion using technological intervention to prevent
gambling by excluded players. GSA is not dependent on legal sanctions to ensure
cooperation of excluded gamblers, or fallible human intervention by venue staff.
Although beyond the prescribed terms of reference of this enquiry, GSA has the
ability to identify “at risk” and problem gamblers from the total population of gamblers.
AMCCIT would not do justice to any investigation into available technologies in the
area of gambling harm minimization and prevention if we did not elaborate on this

problem gambler identification facility of GSA in our formal submission.

The GSA systems, technologies, software and hardware described in this
submission, are either in current commercial application, are weeks away from
completion or fully developed. The implementation timeline and costing is provided in
the body of the submission. In summary, GSA full implementation within the South
Australian environment can be achieved within 12 months and Australia within 18-24

months or sooner depending on the resources allocated..

Abstract of GSA in essence

GSA technology is a commercially available system to facilitate “harm minimization”
and “harm avoidance”. The Gambler Subtle Assist product developed by AMC
Convergent IT is a holistic approach to the complicated dynamics of the behaviour of
all players and “at risk” and “problem gamblers”, encompassing “card” technologies

linked to a publicly accessible database. The database enables active intervention in
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the player’s gambling activities, access by the player for self monitoring, changes in
pre-commitment and monitoring, identification of “at risk” and problem gamblers, as
well as an objective population database of gambling behaviour. Unlike any other
system, GSA is unique in its ability to identify “at risk” and problem gamblers. The
population database and individual player gambling/gaming behaviour is used as the
basis for applying “at risk” and problem gambler identification, modeled using
complex psychiatric and psychological criteria. Individuals, “triggered” by the
identification process are contacted, either within the venue or elsewhere by a variety
of methods and counselling services offered to them. These same individuals and all
gamblers can be presented with “targeted” on screen messages, particular and
relevant to an individual’s specific gambling behaviour and status. GSA enables
gamblers to be blocked or excluded from gambling, either at the request of the

individual gambler, the venue, under venue barring provisions or by the Courts.

GSA SUPPORTED SCENARIOS.

GSA can be configured in both active and passive modes.

In all modes, targeted messages and identification of “at risk”; and problem gamblers

are enabled. Under any mode, support can be directed to any identified players.

Within the active mode there are two implementations, “Active 1” and “Active 2”.

Under the active modes, GSA is able to directly intervene in player activities, thereby
bringing direct effect to a player’s pre-commitments and exclusions. The active 1
mode, uses GSA initiated and regulated direct control of the coin, note and cashless
acceptors, the card reader and the data port information to either permit or inhibit
player activity. This mode does not require any firmware changes or manufacturer

alteration to the EGM machine.

The active 2 mode uses GSA initiated and regulated control of the coin, note and
fund acceptors, through the EGM, however, to achieve this, the EGM firmware

requires alteration and thus the co-operation of the EGM manufacturers.

The passive mode records, compares and reports the player activity using the
information set up on the GSA card player record, session history and the information

obtained from the venue EGM site controller. It is passive because it cannot directly
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interact with the EGM or coin, note and cashless acceptors and therefore cannot
directly stop the player from playing. Monitoring of pre-commitment limits, modeling
and identification, “triggering” and referral to counselling components of GSA are all
functional in the passive mode, however, intervention for exclusion breaches and
pre-commitment limits depends on sound alerts and/or screen messages, reminding

or alerting the gambiler to desist or require venue staff to play a role.

MODES ACTIVE OR PASSIVE

GAMBLER SUBTLE
ASSIST

ACTIVE OR PASSIVE

. )
ACTIVE 1 ACTIVE 2 NO EGM firmware change
® Use either EGM card reader
OR
* NO EGM change : Alter EGM firmware ® separate reader with screen
o Funds acceptor control ® LAN to GSA site controller
Direct funds acceptor by GSA Host via EGM
control by GSA Host ® Connected to GSA web host
® Uses existing equip
® Uses existing equip ® Messaging automatic
® INTERVENTION @EGM
® INTERVENTION @ EGM ® CASH & CASHLESS (EGM decrease
® Intervention automatic card)

® Intervention automatic
® MESSAGING automatic INTERVENTION INVOLVES PERSONNEL

® MESSAGING automatic ® CASH & CASHLESS
® CASH & CASHLESS

Active 2 GSA is the preferred implementation as it makes use of potentially

existing equipment and provides for a greater future flexibility to deliver further

strategies which emerge through time.

Whether Passive or Active the fundamentals of GSA remain the same, the Internet
Portal, the Player Self Maintenance, modeling, triggering, counselling direction all

function.
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Table of GSA Mode Active or Passive versus function

FUNCTION

ACTIVE (1 & 2)

PASSIVE

COMMENT ON PASSIVE

PRE-COMMITMENT

W

VENUE STAFF

Exception reports or Venue Staff directed to player.

PLAYER PAUSES

2
2

<
]

VENUE STAFF

Exception reports or Venue Staff directed to player.

DURATION & CUMULATIVE $

EXCLUSION

VENUE STAFF

Detects & directs staff to EGM on or invalidate card.

ELIMINATE UNDERAGE

ID “AT RISK” & PROBLEM GAMBLERS
WITH GSA MODELLING

B I

2 |=]=]=

DIRECT SUPPORT TO PLAYER

REHABILITATION TOOL

ACTIVITY STATEMENTS

EXTENSIBLE ALL FORMS GAMBLING

CENTRAL INTELLIGENCE

POPULATION DATABASE

CHANGES IMMEDIATE EFFECT

MESSAGES

BESIDE

Screen on side or EGM

ONE MACHINE AT A TIME

EGM

Configuration of EGM

SAFETY NET

CASHLESS

CASH

PLAYER ACCESS OWN DATA

PLAYER / AUTHORITY EXCEPTION
REPORTS

P IR S I ) A ) N - ) ) I S

2]l |||

Copyright © AMC Convergent IT 2001 2009 Patent Issued Australia, New Zealand, Singapore, South Africa and

Pending in other Jurisdictions

D:\GAMBLING\PRODUCTIVITY COMMISSION 2009\SUBMITTING\AMCCIT PCS GSA 150305 PART 1.doc




Page 25 of 127

CENTRAL CONTROL

GSA is a web based card or other access method (radio frequency id, smartcard,
biometric, etc.) technology which in its simplest form uses a magnetic stripe card
coupled with (preferably) or without a PIN number to identify an individual’s gambling
activities at any venue within the jurisdiction. It monitors, and dependent on mode
implemented, enforces pre-commitments the player has set. It records a player’s
gambling activities and even if anonymous, a triggered individual (“at risk” or

“problem gambler”) can be reached to provide assistance if necessary.

Schematic of GSA network architecture

— =
- mbIer Internet
I:I access to their
1 information only
Machine Controller Gateway / Fire wall '
& Local Server
Q
[ ] 2
(7]
= =
Machine g D
(@) -
D Gambler Kiosk
. Internet access
Machine
~
Venue H
I
Secure Oracle encrypted database (OLTP) Central Prime Central Backup
° Subset @ venue — check & offline. Secure Teradata database (OLAP)

@ Central — check, update, profiling. Profiling, triggering, outcomes.

* @ Central — check, pre-commitments

An individual’s information is set up and maintained on a central Oracle Database
with a subset of that information stored on a “GSA controller” at each venue for
offline procedures. In many instances the “GSA controller” used may be the existing

“Site Controller” for the venue.

Large broadband Internet pipes into the Central GSA Host site bring and service the
requests from each of the EGM machines located in each of the venues. Pre-
commitments, exclusions and other player specific parameters are checked and

validated at each EGM operation. Instructions to the active modes are initiated from
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the Central server or in its absence the applications on the GSA venue controller or
Site Controller. It is imperative for player acceptance the servicing of requests
happens in a short period of time. Tests have shown the time taken over even dial
up Internet links from the insertion to authorization or rejection of a player is of the
order of 1 second. This is considered a more than adequate response time. To
minimize delays and handle the large number of players, ten million Australia wide,
an online transaction processing database (OLTP) has been selected, Oracle.

Oracle is a robust secure database with full transactional recovery capabilities.

Offline procedures exist:

Should the Internet pipe not be available to the EGM machines for whatever reason,
the functions are assumed by the applications on the GSA controller or site controller
until the link is restored. Upon restoration, the activities during the activation of the
offline procedures are updated onto the central server including all player sessions,
pre-commitment levels, money activity and so on. No information is lost during these
procedures. The architecture is such that the offline facilities can be replicated in any

number of environments, including designated remote areas, such as Roxby Downs,

thereby maintaining the integrity of the information and ensuring the functionality of

GSA is available to protect all players at all times.

RULES OF ENGAGEMENT

The rules of engagement of the player with the card are developed.

The integrity of association of a specific player with a card is maintained through:

1. The use of a user changeable personal identification number (PIN).

2. The requirement to provide photographic identification at the time of collection
of a GSA card.

3. The identity of a player can be confirmed at any time through the use of a
secure identity check method that does not reveal to anyone personal
information. This is achieved through the hidden encryption of the person’s
name & date of birth or name, date of birth & photographic identification
details or some other combination. The information is entered at the time of
application, converted to an encrypted 128 — bit expression and stored.
Should GSA or a venue operator suspect a player is using other than their
card, the player can be requested to enter their name, date of birth, address

and identification method details into a handheld device connected to the
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GSA Portal — either the information matches or it does not. Should the
information not match, the card is inactivated and any other appropriate
action taken. The information entered by the player is not available in

readable form to the venue or any other party.

PRE-COMMITMENT

GSA enables a player to set pre-committed limits and other factors on:

1. Session time and amount of spend, with or without voluntary overrides.

2. Inter-session time interval (Player pauses) — the minimum time between the
completion of one session and commencing a new one when either the
session time limit or session amount spend limit has been reached.

Daily time and amount of spend.

Weekly time and amount of spend.

Monthly time and amount of spend.

Yearly time and amount of spend.

Machine denominations not to play.

© N o o bk w

Maximum bet in any one play.
9. Gambling/gaming mode exclusions.
10. Specific day or date exclusions, e.g. paydays

11. Exclusion — either self imposed or regulatory or venue initiated.

Pre-commitments can be set at anytime; at application for a card, by the player
accessing the Internet or from a kiosk or sending a request by mail. Itis not a
requirement of the technology that these be set by the player. A player may, unless
mandated otherwise, elect to implement none, some or all of the GSA pre-
commitment options. GSA can be configured to set defaults on any or all pre-
commitment values at the time a GSA card is issued. Defaults may also be set by
the body which has overall responsibility for the implementation and maintenance of
the proposed gambler assistance system. GSA has the ability to identify “at risk” and
“problem gamblers”, and these gamblers, being readily identified, may have their
limits set by such a third party. Any other specifically identified gamblers may have
their limits set by an authorized third party. GSA can be configured to either allow or
prevent subsequent changes in the default pre-commitments where defaults are
enabled. The ability to allow or prevent pre-commitment changes can be set on

either a global or individual card basis.
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Any action by a player that relaxes a pre-committed limit can have its time of effect

delayed by a configurable period of time. E.g. 24 hours, 6 hours, etc.

Any action, by a player, that tightens the restrictions or limits placed on pre-

commitment are effective immediately or after a configurable period of time.

Under the GSA active modes pre-commitments are checked before each play and
verified that the play will not cause a player to breach the limit they have set. Actions
that can be taken depend to a large extent on the GSA mode of operation adopted.
Passive mode can report but requires intervention of venue staff. Either of the active
modes can prevent further play until the pre-commitment criteria once again allow

play to proceed.

LIMITS and TARGETED MESSAGES

The initial wording and configuration of targeted messages to have the maximum
potential positive impact for players is complete. Targeted messages support players
approaching and reaching limits. Messages are constructed in such a way so as to
encourage responsible decision-making to remain in the hands of players, rather
than foster sole dependence on the prevention of play mechanisms of the GSA

system.

EXCLUSIONS

The GSA technology puts into effect reliable exclusions. The excluded party’s GSA
card is inactivated, so cannot be used in EGMs or other gambling equipment thereby
preventing excluded players from gambling. Importantly, an excluded player may
continue to use the remainder of the venue — they simply cannot gamble.

Player exclusions, by their own request, through the legal authority of a regulatory
body or by venue barring powers, are enabled by GSA technology. The robustness
of the exclusion system currently operating in South Australia has already been
questioned in the Guide for making submissions. Exclusion under GSA does not
depend on cooperation or motivation on the part of the excluded gambler based on
the threat of legal action. Apart from putting into effect reliable exclusions, GSA has
the further advantage of removing the potential for excluded gamblers from entering

the legal system.
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The lifting of exclusion cannot be directly performed by the player through the
Internet. As currently implemented, this requires access to the main portal by an
operator of suitable privilege. Exclusion removal can be delayed for a variable period

of time.

UNDERAGE PLAYERS

The requirement to furnish photographic identification proving a person is over the
legal age at the time the person obtains the GSA card means it is not possible for

minors to obtain a card and hence they cannot gamble.

A mechanism is available to assist venue staff to check the authenticity of any
gambler where it is suspected a minor is using a card provided by a third party.

(Refer to point 3 of Rules of Engagement).

ONE MACHINE AT A TIME

GSA requires the card to be in the card reader in order for the machine to operate.
Each player may only have one GSA card. Consequently, a player may only play a

single machine at a time.

MODELLING

An essential component to GSA, beyond pre-commitment functionality is the
modeling that determines if a player is an “at risk” or “problem gambler”. This
determination follows the application of many complex algorithms and iterations of
the specific player’s current and historical playing behaviour compared both to
psychological and psychiatric criteria as well as population statistical behaviour.
The actual algorithms are confidential commercial information, however, the factors

taken into consideration consist of, amongst other factors, the following:
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Initial Identification Process
» Total Gambling Population
» Actual gambling behaviour - not self reports of known unreliability
» Available demographic data

Individuals Gambling Total Individual
Behaviour Gambling Population Demographics

< Acceleration >

»
Stage One %
Initial Identification 3 < Chasinglsses >
«Identification Criteria o
+Process Formula “53 T Disposable income >
“At Risk” Gambler Problem Gambler
| Low Risk | | High Risk |

White: Used, if provided

Initial parameters for the various criteria have been established, the collection of field
data on player behaviour following implementation will further refine these
parameters.

Collection and analysis of player behaviour requires an extremely large database
with sophisticated database tools to undertake the complex analysis. The large
volume of information (terabytes) and large numbers of players necessitates a

specific high volume OLAP tool, Teradata or Oracle, to perform this function.

The identification of a person as an “at risk” or “problem gambler” is only one step in
harm minimization and avoidance. The second step is reaching the person
concerned. As part of its holistic approach in addressing “at risk” and problem
gamblers, GSA is designed to reach triggered players in a number of ways, either
whilst they are actively playing or via SMS or email or at a nominated physical
address. The identification and reaching capabilities of GSA, enable it to provide
harm minimization and harm avoidance beyond its pre-commitment and exclusion

functionality.

ACTIVE MODES OF GSA OPERATION

1.1 Active 1

The GSA Active 1 mode elements consist of:
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Dip card reader/writer for handling either magnetic strip cards
(dumb cards) or smartcards with a 2 or 3 line minimum of 20
characters per line display with a PIN pad with digits 0 to 9 and
CLEAR and ENTER (or accept) buttons installed in the EGM.
The normal position is a standard provision by the EGM
manufacturers. These elements are mounted in a sandwich
panel or some other suitable mount and form part of the EGM
cabinet.

Coin, note or cashless acceptor(s) capable of operation through

electronic signals for enable and inhibit functions as well as

pulse or other means of detecting the value of a coin or note or
cashless transaction inserted. The default state of the
acceptor(s) is inhibit. These are normally part of the EGM and
depending upon jurisdiction may be present or absent.

A microprocessor controlled board developed by the GSA

developers which both senses acceptor activity and can interact

with the acceptor to the extent it can either set a signal to enable
or inhibit the acceptor. If acceptor is inhibited the coin or note or
cashless tender is rejected and returned to the depositor.

The microprocessor controlled board is required to actively

enable the acceptor. Unless the microprocessor controlled

board generates the “enable” signal to the acceptor the acceptor
remains in the “inhibit” state.

The microprocessor controlled board is connected to and

interacts with:

a. The GSA site controller;

b. The GSA Host system;

c. The coin, note and cashless acceptors through either a
hardware wire patch panel or USB interface. The
microprocessor controller shares this acceptor connection
with the EGM, however, the Microprocessor controller board

is unable to influence the EGM through this sharing, it can
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only influence the ENABLE or INHIBIT signal of the
ACCEPTORS;

d. The “dip” card reader;

e. The message display mentioned in a).
Power for the microprocessor board is obtained from the
EGM power source, preferably split off prior to the power

source to the EGM connecting to its specific components.

SAMPLE ELECTRONIC COIN ACCEPTOR

USB INTERFACE

MANUAL INSERTED CARD READER/WRITER
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PLAYER DISPLAY FOR MESSAGES - 2 line 20 character 10mm
high.
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PLAYER PIN PAD — BACKLIT CHARACTERS VANDAL PROOF
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1.1.1 Essentials

1.1.1.1  No changes to the firmware of the EGM are required, making this
method independent of manufacturers.

1.1.1.2 Requires one or more of electronically controlled coin, cashless and
note acceptors, where fitted.

1.1.1.3 Requires a dip card reader with a numeric pad for PIN entry and a 2
or 3 line by 20 or more character display in a sandwich panel fitted
to the EGM. This panel is installed in the normally available slot or
panel space provided by the different manufacturers.

1.1.1.4 Requires a printed circuit board mounted in the EGM, independent
of the EGM bus and electronics connected through a hardware
“patch panel” or USB connection to the coin, note and cashless
(card reader/writer or token) acceptors (if fitted) and the dip card
reader.

1.1.1.5 The card reader and PIN in 1.1.1.3 is connected to a PC (GSA
controller) in the venue by a direct wire or wireless or some other
form of connection or area network.

1.1.1.6  The GSA controller in the venue is connected to the Internet using a
Broadband (ADSL) connection.

1.1.1.7 The ADSL connection points to the GSA URL and communicates
directly with the GSA online database.

1.1.1.8 Data port connection to the Site Controller in the venue and the
continual reading in real time the XML or other format data output
from the data port and its transmission to the GSA Host and on site
GSA controller (for offline purposes if required).

1.1.1.9 Neither the EGM machine firmware nor communications to the Site
Controller (Data Port) are altered, hence any certification

requirements, if any, should be relatively minor.
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1.1.2 Mode of Operation -

1.1.2.1  Coin and note and cashless acceptors are inhibited from accepting
either coins or notes or cashless tokens or further coins or notes or
cashless tokens unless:

1.1.2.2 A GSA card is inserted into the dip card reader;

1.1.2.3 The inserted GSA card is not from an excluded party;

1.1.2.4 The card is not stolen, damaged or expired;

1.1.2.5 Pre-commitment limits set, if any apply to the card, have not been
reached;

1.1.2.6  Any inter-session time player pause is not in force for this card;

1.1.2.7 The coins or notes or cashless tokens already inserted for this
particular play do not exceed the maximum bet or amount of spend
in relation to this session, day, week, month or year.

1.1.2.8 Any targeted screen messages have been displayed on the
sandwich panel for the configured time;

1.1.2.9 The player is not a person “triggered” by the GSA modeling and
identification process — whether to stop player or direct counsellors
to the player is configurable;

1.1.2.10 Once the coin, note and cashless acceptors are enabled by the
GSA electronic components and system, the EGM controls the
coin, notes and cashless playing as it does currently. This includes
the EGM ability to inhibit the coin or note or cashless acceptor.

1.1.2.11 The process described in 1.1.2 does not alter or impact or interfere
with the operation of the EGM and its firmware at any point. There
is no potential point of fraud, manipulation or compromise of the
integrity of the EGM firmware or mechanics of operation. The GSA
process in 1.1.2 enables or prevents play by the gambler by
stopping depositing of coins or notes or cashless tokens into the
EGM through its standard peripherals — the coin, note and cashless

acceptors.
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1.1.2.12 If none of the excluded party, invalid card, triggered party or pre-
commitment action required criteria are activated the inhibit signal
to the coin and note and cashless acceptors are dropped. The
coin, note and cashless acceptors will then process the currency
according to all the other rules inbuilt into the EGM and the coin,

note and cashless acceptors discrimination as currently occurs.

1.1.3 Method

When the GSA system sets the inhibit signal high in the coin acceptor,
any coins inserted are rejected and pass to the coin return receptacle.
Similarly, in the case of a note acceptor when the GSA system holds
the inhibit signal high any note inserted is rejected and returned to the
player.

Similarly, in the case of a cashless acceptor when the GSA system
holds the inhibit signal high any cashless token (in whatever form;

token, smartcard, ticket or other) is rejected and returned to the player.

In a coin acceptor, if GSA sets the inhibit signal high whilst coins are in
a stream any coins entering the coin acceptor validation area are
rejected once the signal is raised. Similarly in the case of a note
acceptor, if the denomination inserted will exceed a pre-commitment
value the note is rejected. Similarly in the case of a cashless acceptor,
if the denomination inserted will exceed a pre-commitment value the
cashless token or currency transfer to the EGM (in whatever form

token, smartcard, ticket or other) is rejected.

The EGM requires funds in order for play to occur. Through this
mechanism (acceptor inhibiting), GSA is able to enforce a player’s pre-

commitments by simply preventing funds from being deposited into the

EGM. In this active mode, GSA does not affect any other aspect of the

EGM or its operation.
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GSA continually receives input from the Data Port output via the EGM
venue Site Controller as to what the gambler played, including
numbers of lines, denomination of machine, credits won credits lost
and credit balance. This information is used in GSA to monitor, and
put into effect the pre-commitments set by the player and in the GSA

modeling identification of “at risk” and “problem gambler” criteria.

In this mode, GSA is aware of the denomination of the money or funds
being accepted, where the money acceptor uses a pulse technology to
inform the EGM of the money value inserted. GSA knows the amount

of the proposed spend by the player before any play has been initiated
on the EGM, hence GSA is able to inhibit fund acceptance once a pre-

committed maximum spend amount or time limit has been reached.

1.1.4 Technology Availability

1.1.41
1.1.4.2

1.1.4.3

1.1.4.4
1.1.4.5

1.1.4.6

The required technology components are immediately available.
Electronic coin, note and cashless acceptors are compatible in most
cases with the GSA Active 1 mode; however should it prove for any
specific manufacturer’s machines the acceptors are not compatible,
relatively inexpensive Microcoin QL coin acceptors and other coin,
note and cashless acceptors (approved for EGM use) are confirmed
capable and available.

The coin / note / cashless acceptor inhibit controller is prototype
capable of inhibiting each of a coin, a note and a cashless acceptor
where fitted in an EGM and requires only to be put into production
for implementation.

The dip card reader / PIN pad and sandwich insert is available.
GSA Host services and pre-commitment, modeling and
identification and controlling Internet based applications are
available. Including the player web based self maintenance
applications.

Some “house-keeping” functions of GSA require development, all of

which can be completed including testing within a 6 month period.
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1.1.5 Implementation

1.1.5.1  The GSA Active 1 solution installation could commence within 3
months of a requirement to implement.

1.1.5.2 Completion of GSA Portal functions 6 months.
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Gambler Subtle Assist Active 1 Control Flow

Gambler Subtle Assist - Active 1 Control Flow
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1.1.6 Features:
At no point in the process is the EGM process integrity or one of its
internal firmware processes impacted upon, other than whether money

can be inserted into the machine or not.

COIN or NOTE or CASHLESS ACCEPTOR OPERATIONAL OR PLAYER CONDITION
STATUS

INHIBIT NO CARD INSERTED
INHIBIT, PENDING STATUS RESULT CARD INSERTED, CHECK PIN, and CARD STATUS
INHIBIT EXCLUDED
INHIBIT SESSION AMOUNT LIMIT
INHIBIT SESSION TIME LIMIT
INHIBIT DAY AMOUNT LIMIT
INHIBIT DAY TIME LIMIT
INHIBIT WEEK AMOUNT LIMIT
INHIBIT WEEK TIME LIMIT
INHIBIT MONTH AMOUNT LIMIT
INHIBIT MONTH TIME LIMIT
INHIBIT YEAR AMOUNT LIMIT
INHIBIT YEAR TIME LIMIT
INHIBIT MACHINE DENOMINATION DECLINE
INHIBIT GAMBLING MODE LIMIT
INHIBIT SPECIFIC DAY OR DATE EXCLUSION
ENABLE None of the above is true, money can be inserted.

Money inserted reaches a pre-commitment limit.
Status changes to INHIBIT on coin or note that

CHANGE ENABLE TO INHIBIT
reaches limit.

Credits inserted whilst ENABLE are played

Between EGM plays whilst GSA Portal processes

INHIBIT player information from DATA PORT and checks
LIMITS.
If no limit reached at last play. Acceptor status
ENABLE changed to ENABLE.
OK to PLAY
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The GSA Active 1 mode components are electronically isolated and
independent from the EGM, its firmware and game, save for the sharing of
control of only the INHIBIT signal of the coin, note or cashless acceptors and
the power supply.

In the event of a failure of a GSA Active 1 mode component the acceptors are
set to the INHIBIT mode.

1.1.7 Costs of Hardware elements (indicative) excluding GST:

204.00

16.00
1.1.7.3  GSA microprocessor acceptor controller ~ $  600.00

&

1.1.7.1  Coin acceptor, if required

A

1.1.7.2  Hardware wiring patch

Interacts with GSA Host & acceptors.
1.1.7.4  USB PCI option, if applicable

(Not require 1.2.9.2)
1.1.7.5 Card reader/PIN buttons sandwich panel $ 500.00

1.1.7.6 Cables 50.00

&

160.00

A

TOTAL $1,530.00 including coin acceptor

$1,150.00 excluding coin acceptor
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1.2 Active 2

1.2.1 Essentials

1.21.1
1.2.1.1.1
1.21.1.2

1.21.1.3

1.21.14
1.2.1.1.5
1.2.1.1.6
1.21.1.7
1.21.1.8
1.2.1.2

1.21.3

1.2.1.4
1.2.1.5

Requires changes to the EGM firmware to enable:

Requirement for card to be inserted prior to EGM operating.

Card status to be checked with GSA Host prior to accepting coins,
notes or cashless betting stake.

Card status to be acted upon, e.g. exclusion — not enable EGM,
session limits, etc.

Display of targeted messages from GSA Host to player on EGM.
Data Port communications to be bidirectional.

Update of GSA Host each play of the machine.

Wait for OK from GSA Host to the EGM, to enabling another play.
Communication to GSA Host when card is removed.

Each EGM (VLT or VGT) requires a dip card reader with numeric
pad.

The card reader and PIN pad are connected to the EGM
communication bus.

The EGM is to provide a machine number for location basis.

The EGM screen control needs to display the target messages to

the player.

1.2.2 Mode of Operation

1.2.2.1

1.22.2

Each EGM or video lottery or video gaming terminal manufacturer
would need to modify the firmware of the machine to facilitate the
Essentials outlined in 1.2.1 above.

The Mode of Operation of Active 2 is exactly the same as Active 1
in section 1.1.2 except the EGM firmware discriminates between
play and not play by acting directly on information from the GSA

Host or GSA controller at the venue, whereas in Active 1, the GSA

microprocessor controlled board sends the inhibit or enable signal

to the coin, note or cashless acceptors to achieve the same results.
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1.2.3 Method

1.2.3.1

1.23.2

1.2.3.3

1.234

1.2.3.5

1.2.3.6

1.2.3.7

1.2.3.7.1

1.23.7.2

1.2.3.7.3

1.23.74

1.2.3.7.5

1.2.3.7.6

1.23.7.7

The EGM firmware prevents play if a GSA card has not been
inserted and remains inserted in the EGM card reader.

Upon a card being inserted in the card reader the EGM firmware
initiates a communication through the venue site controller to the
GSA Host. The EGM firmware communicates the card number, and
if a smart card for cashless play is in use, the balance on the card
to the GSA Host.

The EGM firmware does not allow play to commence until an OK is
received from the GSA Host.

The EGM firmware is to direct any messages from GSA to the EGM
video screen to display to the player. This could include player
activity statements.

The EGM firmware is to communicate to the GSA Host prior to each
play indicating the machine parameters (number lines, $ spend) the
player has selected and wait for an OK prior to allowing that play.
The EGM firmware acts to prevent play by a player when a signal is
received from GSA that play should not proceed, following an
enquiry at card insertion and between each play of the EGM by the
same player.

Play to be prevented on receiving a signal from GSA that:

The player is an excluded person.

A session, day, week, month or year amount pre-commitment has
been reached.

A session, day, week, month or year time pre-commitment has
been reached.

Player pause has not expired.

The player has set a denomination and numbers of lines that if
played would exceed the maximum bet the player has set as a pre-
commitment.

The player has elected not to play on a machine of this
denomination.

The player has elected to play on this specific day.
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1.2.4 Technology Availability

1.2.4.1

1.2.4.2

1.24.3

1.24.4

Each manufacturer would need to agree to make the firmware
changes, which whilst simple would take time and may be resisted.
The requirements are not currently provided for in the EGM
firmware of any manufacturer.

No idea of cost is proffered, whilst one could guess it is not
substantial.

The GSA Host and interactive components to interact with the EGM
firmware are either in existence or could rapidly and economically
be developed. In most cases the software is already available and

in use in other applications.

1.2.5 Implementation

1.2.51

1.25.2

1.2.5.3

The firmware changes by the manufacturers and the re-certification
of the EGM machines following such changes could reasonably be
expected to take approximately 6 months, if not longer.

The fitment of the card reader and numeric pad would take some 6-
12 months depending upon the resources made available to
complete the 12,000 machines concerned.

The GSA Host and GSA venue controller software would take less
than 6 months to complete and fully test any remaining outstanding

functions.

1.2.6 Features

1.2.6.1

1.2.6.2

EGM firmware directly intervening and being an integral part of the
GSA system, on the surface of it would seem to offer significant

benefits. However, in reality, compared to Active 1 the Active 2

mode does not offer any greater functionality.
Because of the need for each manufacturer to make firmware
changes, Active 2 is more complicated and takes longer to

implement.
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1.2.6.3 Active 2 is likely to require re-certification of the EGM machines,
depending on the initial architecture of the firmware in each of the
machine types.

1.2.6.4 Some may feel that enabling bi-directional communications on the

Data Port may open the machines up to a risk of “hackers” gaining

access. This should be viewed as an extremely unlikely possibility.

1.2.7 Costs of Hardware elements (indicative) excluding GST
1.2.7.1  EGM firmware modifications $ unknown
1.2.7.2  Card reader/PIN buttons sandwich panel $ 500.00
1.2.7.3 Cables $ 50.00

TOTAL $550.00 excluding EGM firmware change costs.

Modifications to the EGM firmware, due to the number of manufacturers
involved Aristocrat, IGT and others, are expected to result in a per EGM
machine cost similar to the Active 1 GSA mode cost without a coin acceptor if

not greater.
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Passive
The Passive mode has no interactive pathway with the EGM machine
or any of its components, such as the coin or note or smartcard reader,

with which to use to intervene in the player process directly.

The Passive mode is connected to the EGM machine data port and

receives the information from each play as it has occurred.

This mode monitors the gambling behaviour of a player in real time and
places that information before the player or venue staff or some other
appropriately authorized body for action. Under GSA Active methods,
this action or intervention is accomplished electronically by prevention
of play and greater control over screen messages. Under GSA Passive

mode, intervention is by venue staff or others.

Essentials

No change to the EGM firmware.

1.3.1.2 Requires a dip card reader with numeric pad and display screen.

1.3.1.2.1 Card insertion cannot be compelled electronically, but play without

card insertion can be flagged to venue staff, via SMS, or screen

module at cashier or other suitable location for intervention.

1.3.1.2.2 Card status checked with GSA. Blocked cards (excluded players),

breached or reached pre-commitments are flagged to venue staff

for intervention.

1.3.1.2.3 Targeted display messages from GSA Host to player displayed on

Card Reader Screen.

1.3.1.2.4 Data Port communications remain unidirectional and is unaltered.
1.3.1.2.5 GSA Host is updated each play of the machine.

1.3.1.2.6 Card insertion is recognized by GSA.

1.3.1.2.7 Card removal is recognized by GSA.

1.3.1.3 The card reader and PIN pad are connected to Data Port of Site

Copyright

Controller.
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1.3.1.4 The EGM provides a machine number for location identification in
the Data Port information currently sent to the communications port.

1.3.1.5 No changes required to the firmware of the EGM, making this
method independent of manufacturers.

1.3.1.6  Other requirement as per Active 1 minus components pertaining to

the coin or note or cashless acceptor.

1.3.2 Mode of Operation

1.3.2.1  Gambling can continue whether a card is inserted or not inserted
into the dip card reader.

1.3.2.2 Venue staff are alerted if

1.3.2.2.1 A card is not inserted in card reader or

1.3.2.2.2 The inserted GSA card is from an excluded party;

1.3.2.2.3 The card is stolen, damaged or expired;

1.3.2.2.4 Pre-commitment limits set, if any, applying to the card have been
reached;

1.3.2.2.5 Any inter-session time player pause is in force for this card;

1.3.2.2.6 The coins or notes or cashless tokens already inserted for a
particular play exceed the maximum bet or amount of spend in
relation to this session, day, week, month or year.

1.3.2.2.7 The player is a person “triggered” by the GSA modeling and
identification process.

1.3.2.3 Targeted messages are displayed on the sandwich panel for the
configured time.

1.3.2.4 The process described in 1.3.2 does not alter, impact or interfere

with the operation of the EGM and its firmware at any point.

1.3.3 Method

1.3.3.1  Prevention of play can only be achieved by intervention by venue
staff or other persons.

1.3.3.2 Card insertion into card reader initiates a communication through
the venue site controller to the GSA Host.

1.3.3.3  Only play that is temporally contiguous with period of card insertion

is linked to card number and therefore unique player.
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1.3.3.4 GSA Host directs any messages from GSA to the Card Reader
Display Screen.

1.3.3.5 Venue staff, via SMS or display screen or other electronic
communication means can receive a signal from GSA that:

1.3.3.5.1 Play is occurring on an EGM whilst no card is inserted in card
reader

1.3.3.5.2 The player is an excluded person.

1.3.3.5.3 A session, day, week, month or year amount pre-commitment has
been reached.

1.3.3.5.4 A session, day, week, month or year time pre-commitment has
been reached.

1.3.3.5.5 The player has set and played a denomination and numbers of lines
exceeding the maximum bet the player has set as a pre-
commitment.

1.3.3.5.6 The player has elected not to play on a machine of this
denomination.

1.3.3.5.7 The player is playing on a day that has been blocked.

1.3.4 Technology Availability

1.3.4.1 No EGM firmware changes necessary

1.3.4.2  All necessary hardware components readily available.
1.3.4.3 Same requirements as in Active 1 except for the components

related to coin and note and cashless acceptors.

1.3.5 Implementation

1.3.5.1  The fitment of the card reader and numeric pad would take some 6
months depending upon the resources made available to complete
the 12,000 machines concerned.

1.3.5.2 The GSA Host and GSA venue controller software would take less

than 6 months to complete and fully test.
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1.3.6 Features

1.3.6.1  Simpler implementation than Active 1 or 2. Enforcement of pre-
commitment, depends on screen messages and intervention by
venue staff or other persons.

1.3.6.2 Screen messages are more limited, with the small size of Card
Reader Display Screen when compared with the ability to use the
EGM screen under the Active method 2.

1.3.6.3 “Atrisk” and “problem gamblers” are identified, and support directed
to them, in the same manner as the Active modes.

1.3.6.4  No re-certification of the EGM machines necessary.

1.3.7 Costs of Hardware elements (indicative)

1.3.7.1  GSA microprocessor acceptor controller $ 600.00
Interacts with GSA Host & acceptors.

1.3.7.2  Card reader/PIN buttons/Player display sandwich panel $ 500.00
1.3.7.3 Cables $ 50.00

TOTAL $1,150.00
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4.3.3 On Technical Capability

GSA state of play or where it is up to; as described in this document has been

developed and the various operating modes, Active 1 and Passive, have been tested

using EGM emulation and simulation models. The “inhibit” and “enable” of the coin
and other acceptors has been extensively tested using these emulators connected to
a Microcoin QL coin acceptor and pre-manufacture GSA Microprocessor Controller
card. The simulations have shown all the pre-commitment regimes are supported
and behave as designed. There is nothing in the design that is peculiar to a specific
acceptor save the ability to raise an electronic signal to inhibit its operation and lead
to rejection of the funds a player is attempting to insert no issues with similarly
capable acceptors fitted to EGM machines are anticipated, although they do need to
be tested. In Active 1 and Passive modes GSA does not connect directly to the EGM
and no interference with the EGM operation is considered possible, although this
needs to be confirmed through some testing. The preferred Active 2 utilises the
screens, pin pad, coin/note acceptors and other hardware where fitted by the EGM

manufacturer.
The GSA Portal software including the “at risk” and “problem gambler” identification
and modelling software has all been extensively tested and is in a position for

implementation and deployment.

Reliability and Security of proposed hardware elements:

1. Manual Insert Card Reader/Writer

The proposed card reader/writer is of the manual insert type (“dip”) in which
the card is inserted and remains inserted in the reader for the duration of the
session of the player.

The card reader proposed is capable of reading and writing to smartcards.

Reliability: versions of the manual insert card reader/writer are available
that support between 500,000 and 3,000,000 cycles between failures. To
some extent this depends on environment issues and price can become a
determining factor.

Error rates are less than 1 read error per 100,000 bits of card
data conforming to ISO 7811-5. The error rate excludes operator issues.

Copyright © AMC Convergent IT 2001 2009 Patent Issued Australia, New Zealand, Singapore, South Africa and
Pending in other Jurisdictions

D:\GAMBLING\PRODUCTIVITY COMMISSION 2009\SUBMITTING\AMCCIT PCS GSA 150305 PART 1.doc



Page 51 of 127

Security: the card reader is controlled by the Microprocessor board and
it reads the card contents; the card number information is passed to the GSA
site controller as a secure message packet and forwarded as a secure
message to the GSA Internet Host. The information direction is controlled
within the GSA hardware and there is no non-secure pathway whereby any
other device or application can access to the information held on the Portal or
influence the coin or note or cashless acceptors. Even a person attempting to
fraudulently obtain the card information stored on the portal by placing a
device between the Microprocessor controller and the local area network
connection to the GSA site controller to skim card details is thwarted by the
encryption security used. Any attempts to “skim” details would be clearly in

the public view.

The manual insert card reader or reader/writer is housed inside the EGM

cabinet and is hence secure from external party tampering or interference.

Without a properly authorized GSA card the various coin, note or cashless
acceptors remain in an “inhibited” state (the default state) under the active
GSA modes.

2. Card

Reliability:

GSA utilises either magnetic cards that are read only, or read/write or
smartcards that are read/write. The cards are highly reliable. However, as
with any card, such as credit cards, reasonable player care needs to be

exercised — avoid magnets, avoid placing in plastic and static electricity.

Security:
a. The GSA card in its simplest format, a magnetic stripe card, contains

only the GSA number which has no financial use other than for playing
EGM machines following authorisation by the GSA Portal Host. It
contains no money or personal details of the player. In one form the
information used to verify the player may be stored in the magnetic

stripe of the card in an md5 encrypted format.
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b. Can one player obtain more than one GSA card?
GSA makes use of the player full name, date or birth, address and
method of photographic identification at registration in a series of
combinations. The information is converted to upper case with spaces
removed and encrypted using the md5 128 bit encryption algorithm
which is a one way encryption. A person using a card can be verified
by checking this information against the player entering the
information in an md5 calculator and the results compared with the
player encrypted result held on the GSA Host. Each of the
combinations created at the time the player card was initially issued
and stored in non human readable form (md5) on the GSA Host are
compared and a positive result on any one of the combinations leads
to a more detailed investigation process prior to the issuing of the card

to the player.

c. A personal identification number (PIN), which is user changeable, is
used in conjunction with the insertion of the card into the dip card
reader, thereby ensuring cards cannot be copied and used or
fraudulently produced or lost cards used by the finder. The PIN is
stored separately from the card, being held on the GSA host, and is
not written to the card. An individual player's GSA card PIN can be

changed by that person on the GSA Portal under secure controls.

This access methodology ensures that the person inserting the card
into the dip card reader must also know the PIN number. Thus there
are 2 dependent pieces of information essential to access the EGM
that are stored on physically separate devices. This prevents
fraudulent usage of GSA cards through copying or theft or the use of
cards that have been either /eft in the EGM machine or lost by a
player. A person other than the authorised player could only use
another player’s card with either the knowledge or carelessness
of the player whose card it really is.

Biometric reading devices can be connected to the GSA
Microprocessor controller card (GMCC), see below, and a biometric
identification imprint stored on the magnetic stripe or smartcard
inserted into the manual insert card reader to unambiguously resolve

this issue. Such biometric devices can be fingerprint, iris scans or
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facial feature recognition, however, one should question whether this
extent is either desirable or required. The incremental cost of
including biometric reading devices at each EGM machine would be
extremely high for what must be considered a small gain in security
based upon the low incidence of such fraudulent practices unless it

proves the prevalence is considerably higher.

3. GSA Microprocessor Controller card (GMCC) (not required in Active 2)

The printed circuit board card contains a microprocessor and is placed inside
the EGM machine obtaining mains power from a common source and is
neither directly nor indirectly connected to the EGM communications bus.
Consequently, the GMCC cannot be influenced by a communication from an
external device via the EGM communication bus as there is no connection.
The GMCC and the GSA site controller communicate using secure messages
that cannot be decrypted and there are no ways in which a non-GSA device
can connect to the GSA controller or GMCC. The messaging between the

devices is a “challenge — response” format and the connection TCP/IP.

The GMCC provides a 12 volt DC signal to the coin, note and cashless
acceptors and provides power to the player display to which targeted player
messages are sent. The GMCC provides connection to the dip card reader,

player display, PIN pad, funds acceptors and GSA controller.

Reliability: the GMCC has a reliability of an average of 60,000 hours mean

time between failures (MTBF).

Security: The GSA microprocessor controller card is housed inside the EGM
machine cabinet and is thereby not accessible to external interference by

players or persons without access to the locked EGM cabinet.

Active 2 sees GSA applications directly interfaced to the EGM applications
and using the processors inbuilt into the EGM along with the EGMs other

fitted peripherals (pin pad, coin /note acceptords, video display, etc).
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4. Coin, Note and Cashless acceptors

These devices are part of the EGM, where fitted, and are protected on the
EGM side by its one way communication protocol from the Data Port. The
EGM is otherwise isolated from external connections. In the event that a
particular EGM machine contains no suitable coin or note or cashless
acceptor and they are required in the EGM machine as an optional funds
input suitable acceptors with certification for inclusion in EGM machines are
available from Microsystems Controls Pty Ltd (the Microcoin QL) or other
manufacturers. The interaction between the GMCC and the acceptors is
controlled in a one way mode from the GMCC to the acceptors. The GMCC
cannot be influenced from the acceptor other than its sensing of the number
of coins or notes inserted or credit to be taken from the cashless acceptor.
None of this “inserted” funds information is used for other than computation of
the amount of money the player has indicated they are prepared to spend by
having inserted it, it can in no way facilitate a fraud of allowing operation of
the EGM other than in accordance with the EGM machines parameters. The
acceptors are connected to both the EGM and the GMCC however, there is
no way the EGM can influence the GMCC or vice versa other than in
accordance with the specified and expected operational manner. Once an
acceptor is no longer inhibited by the GMCC and whilst no pre-commitment
limit has been reached the acceptance of inserted funds is an EGM function.
The only influence GSA exerts over the coin or note or cashless acceptors is
to inhibit their function resulting in rejection of the funds from the acceptor.
GSA cannot under any circumstances cause a credit or debit of funds to an
EGM machine.

In most cases the acceptors are already fitted to the EGM machines and
meet the reliability and security requirements envisaged for these machines.

GSA does not modify adversely any of these reliability or security measures.

Reliability: is as per certified EGM machine statutory requirements.

Security: is as per certified EGM machine statutory requirements.
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5. Local area network connection to GSA site controller:

Category 6 TCP/IP cabling is used or secure WEP wireless connections can
be used. The protocol between the GMCC or under Active 2 the EGM site
controller and the GSA site controller is a secure messaging challenge
response encrypted one, not subject to eavesdropping or remote decryption.
Any attempt to breach this security would be obvious and require exposing a

cable, any such activity would be in plain view of the public.

6. Player Message Display:

This display forms part of the sandwich board along with the manual insert
card reader and PIN pad entry device. The message display consists of 2 or
3 lines of 20 characters of either 10mm or 5-6mm height which are backlit. In

other then Active 2 the display is powered from the GMCC and communicates

with the GMCC. In Active 2 the display is provided by the manufacturer and
the EGM talks to it under direct instruction from the GSA application. The
display shows targeted player messages when required. Depending on the

length of the message it may be cycled.

Reliability:
MTBF 30,000 hours.

Security:
The display is connected only to the GMCC and has no connection to the

EGM machine, it has no input capability and hence cannot be viewed as a

security risk area.

Reliability and security of system software

GSA is written in a compiled version of PHP and Java and resides on a GSA Host
that is protected using hardware (SPI) and software firewalls running on a LINUX

operating system.
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Similar architecture software systems developed by AMC Convergent IT and in
commercial use have proven exceptionally reliable with 100% availability in terms of

the application software, the operating system and hardware involved.

These systems operate exactly in the manner GSA does using broadband Internet
connections for online enquiries, authorisations and database lookup and updates in

a real time environment over a secure https URL.

The Meat and Livestock Australia (MLA) system has been installed and commercially
operational for over 2 years during which there has not been any down time
associated with the application or hosted components and a 99.99% availability of

the Internet connection. This portal has processed millions of transactions.

A second example is AMCCIT provides the Host Portal to Lucky buys loyalty system.
The Lucky buys portal has some 500 retailers at which customers access the
AMCCIT portal for redemption and accrual of loyalty points in an online real time
sense 7 days a week and 24 hours a day. There are in excess of 750,000 such
Lucky buys cards in active use and the database has in excess of 10,000,000 active
transactions. The Lucky buy Portal uses the same software and architecture as is
implemented in the GSA Host with some obvious differences. The Lucky buy portal
is used in RSL Clubs, automotive spare parts retailers, supermarkets (IGA and

Foodworks), specialty shops, butchers, green grocers, bread shops and others.

Currently, AMC Convegent IT portal Internet based architectures are supporting in
excess of 500 sites and processing databases with in excess of 50 million

transactions.

This means the application and its architecture is proven!
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Reliability:

Reliability of the GSA Host and the MLA Host and other hosts operated by AMC
Convergent IT is brought to 100% even with the minor Internet exposure by a host
replication in a separate physical facility philosophy. The replicated Host is kept up
to exactly the same point as the live Host. In the event of the main Host failing or
becoming unavailable as a result of a domain name server (DNS) failure the GSA
site controller automatically switches across to the replication host. The main Host
and replication Host use different internet service providers (one Telstra and one
Optus). The main Host is located in Wheelers Hill and the replication Host is located
in Melbourne — significant physical separation to ensure any act of God effect is

highly unlikely to render both Hosts unavailable simultaneously.

Load balancing hardware, operating system software and Internet bandwidth (pipe
size) of the GSA Host ensures rapid servicing of site requests and updating of
databases. Responses to authorisation requests and pre-commitment monitoring is
expected to be of the order of 1 second per event. Internet connections are
symmetrical (SSSL) and 5 MPBS.

The online transaction database is Oracle and this database has a high level of

integrity and backup and recovery tools.

Security:

Internet hosted portal applications developed on the same software platform as GSA
have not had a security breach in the nearly three years they have been
implemented and published. This applies to the MLA butcher system Portal in which
different butchers have access to their own information and not the other butchers

and MLA who has access to a restricted amount of the butcher information.

Access to the system is restricted through the following means:

a) The GSA host is a secure “https” site.
b) User identity and password access with privilege restrictions is used. This
is at a venue, corporation, governing body and player level.

c) Passwords are md5 — 128 bit encryption.
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d) Access is restricted to activity authorised by privileges for the venue,
corporation, governing body and player levels controlled. The access level
and privileges are determined by the login type.

e) Sessions that are initiated and are not logged out by the user are
automatically timed out on a session basis.

f) The Oracle database is on a separate physical device to the application
software preventing unauthorized access by external users or hackers or
spoofing. Further protection includes password access and encryption.

g) Firewalls of both SPI packets hardware type and software types are used
throughout the network preventing invasion by worms, Trojans or viruses
or any unauthorized probing. Any unauthorized TCP/IP address
attempting to probe the site is tracked.

h) All activities of logged in users, including players using the self
maintenance facility are recorded and tracked. All activities are date and
time stamped as well as with the TCP/IP address.

i) Incoming and out going EGM machine messages use secure authorised
direct database access. It is not possible for a person from the site to

gain access to venue EGM equipment — the pathways do not exist.

Stage of Development of the Software:

GSA is a largely developed application (90%) performing all the tasks indicated in
this and other documentation previously provided. This applies to card issuance,
authorisation, pre-commitments, modelling, identification of “at risk” and “problem
gamblers”, triggering, blocking (exclusions), activity statements and support for cash

and cashless playing.

Complete components:

1. Card registration — venue or GSA point based.

2. Pre-commitment setting or updating by the player at either the venue,
kiosk, by mail or by the player themselves accessing the Internet Self
Maintenance. This includes automatic generation of an email, SMS or
mail out to a player of any changes, including exclusions, they or an
authorized authority may make to their profile. Clearly, players need to

provide a contact method to be able to do this.
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3. Card blocking — by player (via Self Maintenance), or venue or authorized

authority.

Card unblocking — by venue or authorized authority.

Authorisation request from the manual insert card reader to the GSA
Host.

6. Monitoring of all the pre-commitments and their enforcement in the active
mode. This includes circuit breakers, spend, time, denomination limits,
specific exclusion dates; in fact all the pre-commitment forms cited on a
session, day, week, month and year basis have been implemented.
Inhibiting and enabling the coin / note acceptors has been implemented.
Player self access to their activity statement over the web is complete.
Player ability to monitor and deposit money to a cashless account on the
GSA Host is completed.

10. A player selecting cashless play results in continued inhibition of coin and

note acceptors to prevent such players using cash to play, this is

complete.
11. Player Internet Self Maintenance is complete.
12. Processing of the Data Port information from the output in XML format

under CMS (Tabaret) has been performed. AMCCIT has had a wealth of
experience in interfacing Legacy system data files and formats to the
newer software environments and architectures. It has undertaken
interfacing extremely large and complex data flows from packages such
as Oracle Financials, SAP, Retek and Merchandising systems that were
put in the field some 15 years ago. Equally AMCCIT is adept at
interfacing to the latest and more portable data formats (XML and the
like). By way of example the Merchandising interfacing performed was for
a Middle East client, a group of very large supermarkets and involved the
daily processing of a million lines of data to and from the Legacy
database. Consequently, interfacing to the old Legacy data stream
environment in use in South Australia for the Monitoring System (E2) is
not expected to challenge AMCCIT providing the version makes available

the data needed continuously.

In the recent past AMCCIT has undertaken without assistance, from the
original developers or vendors, interfacing to:
i. TASKPOS for the RSL

ii. OZPOS for IGA and Foodworks

Copyright © AMC Convergent IT 2001 2009 Patent Issued Australia, New Zealand, Singapore, South Africa and
Pending in other Jurisdictions

D:\GAMBLING\PRODUCTIVITY COMMISSION 2009\SUBMITTING\AMCCIT PCS GSA 150305 PART 1.doc



13.
14.

15.

16.

17.
18.

19.

Page 60 of 127

iii. The airport operations system at Kuala Lumpur International

Airport.
iv. SAP
v. RETEK

vi. H & L Australia hospitality and hotel POS/Loyalty
Historically, AMCCIT has interfaced to systems, in a bidirectional sense
using EBCDIC, ASCII, SQL, ORACLE, PARADOX, XML and many many
more.
Not only have these interfaces involved making sense of the data in an
otherwise incompatible system but also the transportation of the
information from the Legacy platform to the AMCCIT platform.
AMCCIT has the experience, skills and staff to undertake interfacing to
virtually any Legacy system and firmly believes the Monitoring System in
use by the various State Gaming and Gambling Authorities would be a
simple task to perform.
The transportation tools are already in place for both UNIX (AIX) and

Windows based platforms.

The AMCCIT experience is so wide it can predictably indicate the time
required to develop and test the interface and transportation from and to a

Legacy system is no more than 21 days.

Venue maintenance has been completed.

Machine set up maintenance including location within the venue of a
machine has been completed.

Modelling applications to detect “at risk” and “problem gambler” behaviour
have been completed and initial parameters established.

Triggering applications completed.

Replacement of lost, destroyed and stolen cards is complete.

Ability to send player transactions to their selected loyalty scheme
provider(s) is ready for the specific interfacing to the particular loyalty
scheme involved. A player may be a member of four (4) loyalty schemes
simultaneously. The time required to complete the specifics for all 4
loyalty schemes would take 40 days.

The forwarding of targeted messages to a specific EGM machine via the

GSA local area network (TCP/IP based) is completed.
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Reporting on playing activity at State level, Venue level and individual
player level for spend, money in, pay out, session details and other
aspects is completed. GSA reporting in this transaction session area is
so complete it is possible to monitor the payback performance of a venue,
corporate and State level.

Scalability testing to support an Australia wide implementation have been
conducted and the results indicate the GSA architecture is capable of
supporting such an implementation. This means the GSA architecture is
able to support the 12,000 EGM machines in the 600 venues in South

Australia.

Areas of GSA requiring development and testing are:

—

Interfacing with the IGA South Australia monitoring system.

Pilot testing of the hardware components inside an EGM in the field.

Direct interfacing to the Counselling providers to alert them to an “at risk” or
“problem gambler” requiring assistance.

Housekeeping scenarios.

Policy determinations as to hours prior to a relaxation of limits becoming
enabled, removal of exclusions and confirmation as to whether tightening of
limits is to be immediately enabled.

Interfacing from the GSA Portal Host to the various loyalty based providers to
facilitate the use of the GSA card as the loyalty card for all the relevant

industry players.

Reference Sites:

Each of the reference sites has been selected because the architecture is the same

or very similar to the GSA architecture proposed:

a)
b)

RSL Epping

RSL Upwey

IGA and FoodWorks

Sultan Centre Kuwait — 9 large scale supermarkets each with
approximately 30 POS online devices.

Lucky buys — has 500 sites with a database of some 750,000 active card
holders generating some 10,000,000 transactions per annum. Performing

both online redemption and point accrual in a loyalty system environment.
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Meat and Livestock Australia — industry level reporting and supporting
online real time transaction processing of butcher members throughout
Australia. This includes online loyalty card recognition and online central
portal inquiry within transaction and real time online updating of the Portal
Host at the conclusion of each transaction.

H & L Australia a South Australian software company specialising in the
hotel, club and leisure markets with some 2,500 clients have interfaced
their POS and back office systems to the Internet based online Loyalty

AMCCIT Portal systems due to its power, scalability and availability.

Deployment of System:

1.

GSA hardware installation and commissioning 12,000 machines in venues:

Deployment teams would be trained to install the hardware components
within the EGM machines at the venues. Given the EGM is a “secure” device
whose certification and statutory rules requires suitably licenced persons
open and close these devices the installers would need to work on an EGM
under the supervision of a suitably qualified and licenced venue person or

become licenced.

Estimates of the time taken to install, test and commission the inclusion of the

GSA components in an EGM are 2 hours per machine.

For South Australia for example AMCCIT would propose 10 teams of 3

persons each be recruited as contractors to be trained in this task.

The expectation would be for between 400 and 500 EGM machines to be
installed with the GSA components and be connected to the GSA Portal
Host per week. Consequently, the deployment at the EGM level of GSA
for 12,000 EGM machines is expected to take between 24 and 30 weeks
from commencement.

Of these 30 installation contractors approximately 10 would be retained

on a contractual basis for hardware support and maintenance purposes.

An Australia wide rollout would require additional teams and resources and would

take some 18-24 months to complete.
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2. GSA software development completion outstanding components:

All of the components identified in Areas of GSA requiring development and
testing would be completed, including thorough testing, within 3 months from
commencement. This includes the interfacing to the Monitoring System and
Loyalty Schemes in use in South Australia. This activity runs in parallel with

the other deployment tasks.

3. GSA hardware components:

With the exception of the GSA Microprocessor controller card (GMCC) all the
required hardware components are readily available. GMCC has been
developed and awaits manufacture in quantity.

The production of 12,000 plus GMCC can be expected to require 3 months to

achieve allowing for tooling and manufacturing times.

4. Card issuance
The GSA portal host and replication hosts are available now; the process of
issuing cards to players can be expected to take a considerable period of
time. The GSA card holds no information other than the card number and
hence there is no reason the process of card issuance to the playing public
could not commence 1-2 months prior to the commencement of the venue
installation process. This would ensure the members of the playing public
were not inconvenienced by the implementation of GSA. Card issuance
should be accompanied by an public education program informing the public

concerned of the changes and benefits GSA brings.

This time frame facilitates the playing public consideration and setting of their

pre-commitment limits.

Card issuance is achieved be through venues, GSA manned kiosk points,

mail with personal pick up or other appropriate and secure methods.

The GSA philosophy and architecture facilitates the parallel implementation of all the
aspects of GSA with one exception if Active 1 mode is used the installation process

cannot occur prior to the availability in sufficient numbers of the GMCC card.

Venues can be brought online progressively as GSA is installed.

Copyright © AMC Convergent IT 2001 2009 Patent Issued Australia, New Zealand, Singapore, South Africa and
Pending in other Jurisdictions

D:\GAMBLING\PRODUCTIVITY COMMISSION 2009\SUBMITTING\AMCCIT PCS GSA 150305 PART 1.doc



Page 64 of 127

The elapsed time frame from commencement to complete installation in all of the
venues within South Australia for 12,000 EGM machines is between 10 and 12
months from initiation. During this period public awareness, instructive advertising
material and public relations and within venue “training” can and should be
undertaken educating the public player as to the benefits provided by GSA and the
means in which it is capable of providing not merely harm minimization but offering

harm avoidance.

Interoperability of the System between venues:

Authorisation, play, continual monitoring of pre-commitment limits and exclusions are
processed from each individual EGM machine within a venue through a GSA site
controller (for offline capability) to the Internet (using ADSL) and thence to the GSA
Host and likewise there is a return path to the EGM within the venue in which the

card is inserted.

Hence each venue and in fact each EGM machine is connected to the GSA Host via
the Internet, this ensures that players moving from both one machine within the same
venue or to different venues receive continual harm avoidance and pre-commitment

monitoring.

The information relevant to activity within a venue is held on the GSA Portal Host and
each suitably authorised venue can access information relevant to a specific card for
a specific authorised purpose or information relating to their venue or with suitable

privileges their group of venues. There is no direct link between any two venues nor

is one required for GSA activities to be fully functional.

GSA provides the ability for players to replace a whole group of loyalty cards with just
one. GSA can output the information, if authorised by the player, relevant to the
loyalty scheme they are both a member of and is applicable to the venue in which
they are playing. This information can be passed on either an online or batch update

process depending on the capability of the Loyalty Scheme concerned.
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Interfacing to Gaming Monitoring System:

GSA utilises information output from the Data Port to monitor and obtain information
on a player’s activity including pre-commitments on the EGM machines.

The information is used for all forms of GSA, both active and passive. In the passive
mode this information, if available, is used to detect no card is inserted and that pre-
commitments have been reached or exceeded and then to alert venue staff. In view
of the importance of the information provided by the monitoring system to providing
an effective and efficient harm minimisation and harm avoidance mechanism it is
AMCCIT’s intention to develop the interfaces to not only the IGC monitoring system
data port output but all implemented monitoring systems, where possible, and GSA
to gain the best advantage and interactions from the information available from them.
GSA is capable of replacing the existing monitoring systems. Thereby ensuring
Regulatory compliance and globally implementing GSA. Interfaces to existing
monitoring systems can be rapidly and readily implemented using XML architecture it

requires the current owners to co-operate, this is not seen as a significant issue.

Preliminary estimates based upon experience and having performed similar tasks in
the past are the interfacing to each of the Monitoring Systems will take no longer than
21 days from commencement of the task for each including bidirectional controls in
the Active 2 mode. AMCCIT has a vast experience in interfacing to Legacy systems
and communications and anticipates no difficulty in completing the Monitoring

System interfaces.

AMCCIT notes the comment in the Terms of Reference pertaining to the Monitoring
System in section 4.2.3 that IGC is considering options for support of the monitoring
system beyond 2008. If IGC is considering outsourcing the support arrangements for
the monitoring system AMCCIT would be interested in pursuing the possibility of
providing this Monitoring support role to the States with GSA providing the Monitoring
functionality which it is capable of doing. AMCCIT is a software development and
support organisation with considerable large scale client and industry experience.
E.g. Airport retail management system at the Kuala Lumpur International Airport (100
plus retailers and the Airport Operations Centre), the MLA industry red meat portal
and the connected butchers and companies, Sultan Centre in Kuwait and Oman with
10 very large supermarkets trading 24/7. AMCCIT provides hosting and loyalty
services to over 100 hotels and clubs in Victoria, South Australia, Western Australia,

New South Wales and Queensland
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4.3.4 Other considerations

(1) Implications: Licensees, employees and non-gamblers

GSA will relieve licensees and their employees their current duty to
identify problem gamblers and also the very difficult task of identifying
and evicting excluded gamblers.

We also consider, that once effective systems such as GSA are in
place, venue staff will perceive players will enjoy a legitimate form of
gambling without being at risk of potential or actual harm. Despite the
benefits of employment and job satisfaction from positive contact with
the public, undoubtedly many venue staff are concerned about the
damage machine gambling causes some patrons. In reducing these
concerns and alleviating staff of their difficulty policing duties, GSA
has the potential to increase morale and job satisfaction. The benefits
that flow to licensees are obvious.

Non-gambling patrons are more likely to enjoy their stay at venues
when they also perceive the reduced actual and potential harm from
this form of gambling to those they see around them.

We expect a greater patronage of both the gambling and non-
gambling facilities of venues, as the public perception of the safety of
gaming machine gambling improves under a GSA environment.

GSA prevents individuals playing more than one machine at a time.
This relieves licensees and employees of this difficult responsibility.
GSA can facilitate and subsume all loyalty schemes under one card.

Convenience to players, results in a benefit to venues.

(2) Implications: Recreational gamblers

With the general acceptance and use of many card types and functions in
our community it is unlikely that a gambling card would not become
similarly accepted over a relatively short period of time.

Marketing of the obvious benefits of the GSA card will overcome any

initial resistance.
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o Players may gamble with the knowledge and security, and be assured
that they will spend no more in time and money that they had intended.

o For the first time, through the availability of activity statements, players will
know exactly how they spent their time and money.

e The availability of gambling activity statements enable players to more
effectively budget for their gambling.

e Players can gamble with confidence, in the knowledge that should their
gambling became problematic, GSA will identify them quickly and direct
appropriate and timely support to them.

e Linking the GSA card to existing and emerging loyalty schemes and
alleviating the need for players to carry several loyalty cards, provides
further marketing opportunities.

¢ Any argument that the physical use of a card per se, would not be
accepted, flies in the face of prevailing evidence. There are significant
numbers of commercial loyalty schemes, which require the insertion of a
card into gaming machines. There are also many thousands of gamblers
who already use such cards. The use of the card may in fact add
enjoyment to the gambling activity. Certain gamblers, who are rather
superstitious in nature, may evolve ritualistic actions in the use of the card
designed to improve their luck.

e The application process for a GSA card takes approximately 4 minutes
depending on the number of pre-commitment limits set. The application
process can be partially completed at home, via the web portal, email,
Post or in person. Final card issuance necessitates the applicant being
physically present at a venue or other authorized card issuance centre for
100-point identification check or other accepted identification means, i.e.
photographic driver’s licence. . Provided a new player has sufficient
identification on hand, they can begin playing within minutes of entering a

venue.

(3) Left cards, lost cards, tourist visitors, and card fraud

Left cards
e Cards left in machines without associated gambling activity are blocked

after a specific period of time (configurable), and require input of PIN to
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reactivate. After a further specified period of time, venue staff are alerted
and messaged to remove and take possession of card. Once any third
party takes possession of a card, a claiming owner must undergo a

verification process (md5).

Lost cards

Lost cards, once reported are immediately blocked and not reactivated
until returned to their rightful owner, upon owner identification (md5). Prior
to being reported lost, the card cannot be used without its associated PIN,
known only to the rightful owner. If permanently lost, a new card is issued
to the owner upon proper identification. As no information, other than
card number is stored on the card, all previous card history and
information is re-associated to the new card from the central database
and no information is lost.

As no information, other than card number, is stored on the card, all
information associated with that card is secure. Security of this
information has been previously described in a preceding section.
Without the PIN associated with the card, known only by the rightful

owner, a lost card is useless to any other user.

Card fraud

Fraud potentiality is partially a function of the threats and opportunities
inherent in the system proposed. When there is less threat involved in the
use of a gambling card by a gambler, there is little motivation to obtain
and use a card fraudulently obtained.

Given 100 point identification prevents supply of fraudulent cards, traders
in cards would not likely exist.

If the user voluntarily sets pre-commitment limits, rather than limits being
set arbitrarily, there is less threat from the use of a card to limit an
individual’s gambling and no incentive to acquire another card.

Voluntary overrides of pre-commitments set by players, is a configurable
option within the current GSA software. Whether voluntary overrides are
permitted is a decision by those who determine the final rules of
engagement.

Given a mandating authority allows voluntary setting of pre-commitment

limits and voluntary overrides of those limits, there is less likelihood a
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gambler will be feel thwarted by a gambling card and have a motivation at
that moment to acquire a card fraudulently.

o If relaxation of limits is mandated as only allowed after a time delay or
prevented, conceivably, a desperate gambler having reached a limit, has

an incentive to obtain a fraudulent card in order to continue gambling.

Card fraud and excluded gamblers
e Venue barred or court excluded gamblers have a stronger incentive to
obtain fraudulent cards, but their numbers are low.
e Given the demand for fraudulent cards in low and it is extremely difficult
for a corrupt individual to obtain a supply of cards, it is unlikely there is a
throng of scalpers outside venues waiting for the limited trading
opportunity presented above.

e Without demand for cards and without ready supply, card fraud is unlikely.

(4) Tourist visitors

e Upon presentation of suitable proof of tourist or visitor status, intending
players can be provided with a temporary card.

e Tourist visitors could also avail themselves of the harm minimization and
prevention facilities of the GSA system, by setting their own pre-
commitments. Given the normal card application takes less than 4
minutes, a cut down application process for visitors will enable faster

visitor access to gambling machines.

(5) Centralized Management

Central management could be achieved in the suggest structure presented

during the Open Day and is show below.
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Gov't Minister

Policy

Board of Governors

Government (1), Industry (1), Psychological (1), Operations (1), Community Services (1)

Separation

Change system TENDER PROCESS of

in line policy individual
identifying
data from
State

Intellectual Property Operations Centre

Architects Organisation

Individual Gambler

(6) Other considerations

Identification of at risk and problem gamblers

GSA identifies “at risk” and “problem gamblers” to whom support services
can be directed. Support can be directed to identified individuals via SMS,
email, Postal address or at the venue itself. The problematic aspects of a
player’s actual gambling behaviour, and the triggered psychological,
psychiatric and demographic criteria, can be presented to identified
individuals. These same individuals can be offered counselling support.
The GSA pre-commitment facility, coupled with activity statements of
gambling behaviour of individual gamblers can be used by treatment
providers to counsel and support, and devise recovery programmes for at
risk and problem gamblers

GSA has a powerful population database to enable research into
gambling behaviour. It provides objective information to form the basis of
quality decision-making and evaluation of global and individual

intervention strategies.

Biometric and other identification means

e GSA is able to incorporate biometric and other identification systems in place

of cards. Given the already high level of security, reliability, low cost and
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acceptability of cards, one could question the need to go to biometric or other
identification systems. It is likely there would be greater player resistance to
facial recognition, iris scans, or other biometric systems. These identification
systems may have a more appropriate application in high-level security
buildings than in a gambling venue. Incorporating biometric identification as
part of a universal harm minimization or prevention system may well prove
too hard to sell to the gambling public.

¢ One application of biometric identification, mooted at the open day of
presentations, had patrons being identified prior to entering the gaming room.
Once within the gaming room, gambling activity could not be associated with
any individual player and no pre-commitment or other functionality is possible.
Other than for the purposes of exclusion, biometric identification at entry into
the gaming room appears limited. The alternative is for biometric scanners to
be installed at, or in each gaming machine. These would require continuous
scanning to ensure that an identified player was the same individual
continuing to play on that specific machine. To be acceptable and practical,
scanning should not require active participation on the part of the player. It is
unlikely players would accept submitting themselves to a biometric scan at

each spin.

Sustainability

e Implementation of GSA, reduces actual and potential harm and identifies “at
risk” and problem gamblers. Machine based gambling becomes a normal and
safer industry enabling responsible marketing of a legitimate activity which in
turn, results in a revenue shift from problem gamblers to non-problem
gamblers. This revenue shift then characterises a mature industry, which is
ethically, legally and economically sustainable. AMC has available a financial
model which demonstrates such a revenue shift, and increases in total

revenues over a 4 year timeframe following the introduction of GSA.
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FUNDING AND COSTS

Gambler Subtle Assist (GSA) comprises several components, hardware and
software, to produce the holistic player pre-commitment and identification and
modeling of players. GSA is a thoroughly researched, developed and combined
technology and social solution to the gambling dilemma facing society. It has
evolved over the last four years from concept to existing and from needing machine

manufacturer cooperation to being capable of being independent from them.

The first strength of GSA is its ability to prevent harm by virtue of its psychological
and psychiatric based identification and modeling and reach the afflicted players

whether they have chosen to be anonymous or not.

A second strength is the different modes GSA is available in, two active and one
passive modes. Importantly, one of the active modes, Active 1, does not rely upon
firmware changes being made to, or interfering with the EGM machine and the
manner in which the player interacts with it other than to require the player to insert a
GSA card. This fact alone removes manufacturer dependency on the

implementation of GSA — the manufacturer does not need to do a thing.

A third strength is GSA offers harm avoidance in addition to harm minimization.

Providing a resource to protect players and their dependents.

A fourth strength is GSA is based upon currently available technology.

A fifth strength is GSA component parts have been proven. The active 1 mode has
been proven using a coin acceptor and an EGM machine emulator. The active 2
mode requires software change at EGM only which is readily doable. These tests
and simulations have demonstrated the pre-commitment strategies supported by
GSA are all available with no requirement for changes in the EGM or interference
with its operations and without adding burden to the venue staff needing them to be

involved in policing harm avoidance and minimization in relation to EGM players.

A sixth strength is GSA facility for the player to have access to their information and

be informed on exactly what they do and how much time and money they spend.
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HARDWARE COMPONENT

Active 1 GSA — through inhibition of the coin or note or cashless acceptors in the
EGM machine controls whether funds are allowed to flow into the EGM machine.
Without funds the EGM machine will not function. The inhibition or enablement of the
coin or note or cashless acceptors in the EGM machine permits GSA to directly
enforce set player pre-commitments (refer PRECOMMITMENTS in this document)
and can by denying the player the ability to deposit funds to the EGM prevent further
play until the pre-commitment limit is not longer applicable. The current monitoring
system output through the Data Port is used by GSA to collect information on the
player activity. These features are controlled by hardware and software that has

been outlined in more detail in other areas of this document.

Active 2 GSA - the preferred option involves the modification by the manufacturers
of the EGM firmware to require the presence of the GSA card and to provide the
inhibit or enabling of play through a direct interaction between the EGM firmware and
the GSA applications, thereby enforcing player pre-commitments, enabling targeted
messaging and facilitating all of GSA’s functions. This method requires less
hardware than Active 1 as most of the required hardware is already in the EGM
machine, except perhaps the card reader and the PIN pad. An additional
complication is the number of manufacturers who would need to make firmware
changes, re-certify the EGM machines, the cost and the time to do these changes.
These complications are not severe. Each manufacturer would co-operate if the

alternative was they could not be in the market. This is the best option.

Passive GSA — this mode assumes there is no control by GSA over the coin or note
or cashless acceptors and consequently GSA cannot actively stop a player reaching
or exceeding a pre-commitment limit. Rather GSA can send messages to the venue
operators on a terminal that there is a player on such and such an EGM machine
who is excluded or has reached a pre-commitment limit or is playing without a GSA
card inserted. The venue staff, or other authorized staff, then need to interact or
intervene with the player to bring effect to the pre-commitment. The hardware
requirements in this mode do not significantly differ from the Active 1 GSA scenario
but coin, note or cashless acceptor inhibition is not required. However, the

microprocessor controller card and player display and PIN pad remain requirements.

In all modes the identification and modeling aspects of GSA remain active and effective.
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Coin, note and cashless acceptors

Machines already fitted with these acceptors that can react to an electronic inhibit
signal do not need to be replaced and can be used. There is no complex interfacing
between GSA and the acceptors, simply the raising or lowering, under circumstances
controlled by the GSA microprocessor controller card (GMCC), of a voltage signal to
the acceptor. For the counting of the funds inserted in a stream and rejection of the
funds exceeding a pre-commitment limit the acceptor needs to be able to send a
pulse or signal to the GMCC card. Itis expected most of the acceptors in use in the
current EGM machines installed would comply with at least the inhibit/enable
requirement. Should it prove not to be the case pricing of a coin acceptor that is
capable of both functions and is approved for use with the EGM machines in
Australia and elsewhere and has been interfaced to various manufacturers EGM

machines has been provided.

Not unexpectedly the preferred Active 2 implementation is the cheapest with the only
unknown being the cost of altering the firmware — although one can expect this cost

to be not unreasonably zero; a cost of doing business for the manufacturers.

Hardware pricing is affected by the implemented mode of GSA and the following
table attempts to document the various cases. In general terms the pricing contained

here would be at the upper end in a competitive tender process.

The pricing has been based upon a notional 12,000 EGM machines and excludes
GST.
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Active 1 (hardware):

EGM contains suitable acceptors

EGM does not contain suitable acceptors

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)

Active 2 (hardware):

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)
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Passive (hardware):

This mode reports to the venue operator or other authorized person about EGM
machine player activity — no card, excluded, or pre-commitment limit reach/breached;

there is no active machine level intervention thus acceptor interfaces are not

required. Player display is controlled by the GMCC card. No interfacing to EGM

machine is required for this mode.

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305 CONFIDENTIAL PAGES.doc)
Table of Hardware Prices 12,000 EGM machines

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)
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SOFTWARE COMPONENTS

The “heart” of GSA is the software applications for:

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)
The subscription fee (per card or per EGM machine) provides the following:

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)
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The likely per card per player per annum fee

EGM levy fee

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)
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(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)

ALTERNATIVE FUNDING OPTIONS

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)

PROJECT IMPLEMENTATION MANAGEMENT

(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)
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(See confidential Part document — separate cover

AMCCIT PCS GSA 150305_CONFIDENTIAL PAGES.doc)
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ANNEXURE 1

Gambler Subtle Assist

Application Overview

Gambler Subtle Assist (GSA) is an application that exists and is comprised of field
tested modules that have been in use in commercial real time similar applications for
several years. The development environment is a rapid development one readily

changeable to meet the changing Statutory or Player needs.

The attached screen dumps represent forms and reports from the GSA application in

a real time live environment.
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Login screen

Welcome to the AMC Gambler Subtle Assist portal. The site provides
information and tools to assist the management of recreational
gambling activities and is available to all subscribing users.

Please enter your login details

Company: || |

Please Enter ¥our Username & Password

Username: | |

Password: | |

Ol

For more information about this site, please contact Marketing
Cepartment G354
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Main Menu

Gard apesaticon

AMC convergent IT spedalises in enterprise driven retail management solutions to a global dientele,

AMCCIT, a2 ghly skified and cuponenced professionals who know tha mporfance of acourate, cost chiechively collected and bimely mtomation in the retail, servce
ard asset management meustnes, Solutions cater for 3 wede range and scale of cntempnses, fram snole 1o 1,600 sites

Enterprise solutions includao:

+ Store bock office servers (DORMS) { —
» dtore point of service terminal software (FERME)

o Huenl (i hack uffie sereers (HORMS)

« Alrport Operator Retall Management server (ADPRMS)
« Retall Portal technologles

+ Sarvica Portal technologies

« Kiosk Retail Management Systom (KIRME) E '

+ Retail Management [k Reporting [nternet Portal (PORRMS) . =

» In venue patron self-service ordering retail management system (PATRMS) AMC Portal Rekall Management Solution sample scheme

o Tt ree wenmee seal oendiering ret il nusnmgemenl sysiem (VENEME) tm:mnm:::iumm e g

s Technology hardware & software asset tracking management system (SYSTRAQ) "~ CLICK TOEXPAND DIAGRAM |

+ Software davelopmeant sarvicas
+ Projoct Management services

+ Retail Strotegies

» Retail Technology consulting

AMCCIT leverages its industry experience to implement management solutions that achieve commercial benefits to its cients -
the convergence of dreams and technology for competitive advantage, in business and life,

AMC convergent IT
[nil 737, 416 51 Kilila Roestl, Miltourne, Vicloria 3004, uslealia. 'I.I'i-ui1|1r\:m
Phone G1 3 9820 8872 Fax 61 3 9560 9606

The menu options shown and accessible to a particular “user” is determined by the
privileges of their specific login.

The statutory body’s or the venue owing company’s web page is shown following the
user login.
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An enlarged main menu is shown below:

% AMC From this main menu the Statutory body, or Venue or venue
(.‘___'__\ o &l owning company can perform various functions that their
- privileges allow them to do.

convergent/

Card operations

Card Rep

Transactions

ayer

Adrministration

Crata Eutract

Lo gout

Card or Player information:

The choices available are shown.

1ge Pre-
ritrment

Activate
Black

un-Block

Card Reports
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Player card information

Card Maintenance

Bprrators Tubin Thoamas Flanagan

Card Code: D00000000000001 6 Venue: ST
Locatian inside wanue: | (]
Cate of Last Change: (15-Fab- 2005
tasic i I il | Eatas) | LOe. | Lard el | BAonAl | LOARY | CACLESEIWGN] | SRS
Dizcretivnary inoome: (¢ oonn o0 Stole {Residence ) wirToRA w
Proaf of Age: . » Country (Residence): |4 =TRa 4
Limits: |vag
Dlocked: |1, «
Created: 17-Fab-20003 Proaf Age Method (phote 10} | feoems ieenca »
Prool Ape Relerence & 2084 396 ¢
St | Aot w
Replacement card:
| teip | Find Card Herw Cord Sove Card
1. Discretionary income is optional.
2. State and Country of residence is compulsory.
3. Proof of Age and the 100 point ID method is compulsory, the 100 point method is

held in non-human readable form in the database.

4. Limits (pre-commitments) can be set to compulsory.
Card Maintenance

Operatar: Tohs Thamas Flanagan

Cord Coe: OOOO00OOO00O00L 6 Venue:

Location inside venue: 100
Date of Last Change: (&-Feb- 2005

Sha 2 w

Tobal Deaily Hmil{ & }: U000 Limits is MAKIMUN all Farms gambiling:
Tatal Weekly Hmit(8)}: 5500

Total Monthly Imit(8). 120000 Apply Limits to:

Tatal Yearly Dmit($) [ congon Racing:

Lotho:

EGM /S Casingg

Halp Fand Cead Mew Cand Sove Cord

Players may specify over all spend pre-commitment limits and indicate if limits apply to all

forms gambling. GSA is written to apply to EGM/Casino, racing and lotto gambling
monitoring.

GSA is configurable to support monitoring of all or each of or a combination of gambling on
EGM/casino, racing or lotto.

Copyright © AMC Convergent IT 2001 2009 Patent Issued Australia, New Zealand, Singapore, South Africa and
Pending in other Jurisdictions

D:\GAMBLING\PRODUCTIVITY COMMISSION 2009\SUBMITTING\AMCCIT PCS GSA 150305 PART 1.doc



Page 86 of 127

EGM/Casino pre-commitment screen

Card Maintenance

Operatar: John Thomas Flansgarn
Card Code: QOOO00000000001 & Ve | g w
Location inside venue: 1)
Date of Last Change: [3-Fab-2005

I | EiCasing JFERTIFE I I |
Sension limits Amouant limits Tim= limits Exclude EGM of valure
Secsion (§): 2 00 Daily {5 ): &0 00 Craily (hrs ) A 00 Machine value (£ ): nEn
Sesslon (hrsk: 4 p Weekly ($) q5009 Weekly (hrs): 2 Machine value (%) =
Maximum Bet Imit($) |z0000 Monthly ($) 120000 Monthly (hrsk 24 0n
Mininum Seccion Rreak: - weardy (8) 3500000 Override limits: ),
Find Card Now Cand SevoCard | Rasot

EGM limits (pre-commitments) are spend and time based

Racing pre-commitment screen

Card Maintenance

Operator Jobn max Flanagan

Card Code: CO0000000000001 & Venue: | gy o
Location inside vemse: | ()
Date of Last Change: (1F-Feb-2005
ng 1o B Lok | Carslaper | Escluieis || Perandl | Leralty | Gatd Maisnen) ,
Hacing Daily limie $): 200 00
Racing Weekly lmit{$): ;0
Raclng Monthly mit{%): g

Hacing Yearly Bmit{%): ;pn

Fird Cand Maaw Craed Saven Card Rosat

Lotto pre-commitment screen

Card Maintenance

Ogeratars Sohn Thon

card Codin: 0O0000000000001 6 ¥RDUBLY £he 2 b
Locolion inside venue: {0

Date of Lost Change: 0&-Feb-2005
L 1 Ciclubion  Petiunel | Lty | Send P | Tt
Lotto Daily lmit{$ ) =610
Lotte Weekly limit{$) o0
Lotte Manthly Hmit(s¥: | 5
Lotte Yearly Hmlt(8): 505

Find Caid New Card SmveCod | Resst
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Cashless playing option

Card Maintenance

Uperatar: John Thomas Flanagsn
Card Cofie; QOOODOGO000000 L & VI | Sag 3 -
Location inside vemue: |0
Date of Last Change: (3-Feb-2005
| | EgMICaning | famng | Card mpney [EXTTTEETYL :

Play money an card aaly: op Balance remaining $ & 200, 00
Last deposited & & qn

Maxinum card balance § ~conqp

Date of deposits 2005-02-08 01:31:07

Fp Fand Casd Plesw Card Sawn Caed Fiasns

Ifa player selects to play using “cashless” methods then play on any EGM using coins or
notes is inhibited by GSA. Cashless play can only occur when a card account is in credit.

Exclusions

Card Maintenance

Operatar: Tuln Thamad Vlanagan
Card Conbert DOCOOOCEDOOCEA00T £ Vonum: | a2 ,_.
Location Inside venue: 10
Date of Last Change: (3-Feb-2005
] T - Y Baslys y | i T |

Exclude in pensionfpay dov: p)p o
Last Pay Day date: 5000000
Bension/Pay day cycla{wesks) o

frate limits modified: 2005-02-08 221800

Find Card Flew Card Save Caid =]

Players can elect to exclude themselves from playing or gambling on EGM/casino and
other forms of gambling, if configured, on days selected by themselves such as paydays or
pension days and the like.

Personal

Card Maintenance

Ogerators Jobhn Than Ilanagan
Card Cade: CRODOCRO0OCO000 & Yohue  gue o "
Lacation inside venue: 1I,:J
Date of Last Change: 02-Feb-2005

i Srvnfall [ EGMA | Baging | | Ligte' | Sand ingtiey | Excusiony B=-i.t ) Lovahy | Eard P 1 ]
Firstname: | sy Email: ncs_john(Eyahoo com
Middle Initial; |+ Mabile phune: (5495770160
SUMMAME: |5 ariarar Telephone:
Address: || 1 217 Detension: ;oqq0

16 5T HLDA ROAD
IV g | BOLUEHE

Postcodef zipk 3004

| Help I Find Cand New Cand Sonve Cord Fese

Depending on the statutory body’s rules this information is optional for players to provide.
The email address or phone numbers are used, where provided to advise & contact the
player in relation to profile changes or their identification of “at risk” or “problem gambler”.
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Card Maintenance

Operator: Jokn Thomas Flanagan
Card Code: DO0000000000001 & vanue: gy g =
Location inside venue: |0
Diate of Last Change: |’_"||3-rr_\b -2005
] rarad | EGMICaS00 | Lkt 1 | Loeaty I vl |
Club 12 ) &k Clulbs 42 | gy, w
Card Mos Srygzer i 11ae Card Not (op 7y
[ Send activity to them ] Send activity to them
Club 2 Taneizass »
Card NS yarreaga11012 O allow
Al 1Al Clube
[ send activity to tham I All Clubs
Club 3 7 ope w
Card Moz fogr rigs 345214
[ Send activity to them
Help I Fired Ciard MNerw Ciard Seve Cand Feset

GSA provides the ability for a player to specify loyalty schemes of which they are members
and to whom they wish to have their playing activity updated to. Currently, a player may
specify 4 clubs to be a member of, this can be readily increased. Players accrue loyalty
transactions to the Club the venue is associated with if they are a member of that Club.

Password

Card Maintenance

Operatom Jobn Themas Flanagan

Card Code: 0000000000000 & Vemue: | =iy -

Lovation intide wenae: |0

rate of Last Change: (18-Fab-200%

| : : bt THa(] i TN Card Pasgword

Change password

Waur current password:

Bl passwiand;

Relype new password:

Allowis players to access thelr card Information wla the Internet.

Find Card e el Sevon Card Finant

This tab is where the player sets up their password. At the issuance of a GSA card a
default — random password is allocated and advised to the player (in person in a sealed
envelope or by automatic email). The player can then change the password using the
Internet Self Maintenance application over the web.
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Sessions
Card Mainten
Dperalor Flanagan, 1
Eard Code: 0000000000000016 Venue: | gie 7 v
Locatlen: 113
Sesslons for the last month
Sesssan Flar Fesdjon End Wenue Tarmral Drenceninatoan Session Number :MTIE:‘]
el0s-02-13 19:46:47 1547133 Site 1 1 $0.01 3 o
S00S-02-13 19.44:59 1%46:40 Siko 1 1 §0.81 T 1
S0%-01 - L 1¥:43:11 Site 1 1 f0.01 1 -]
P L Al R LY 1514130 Site 1 i §0a0 1 i
BO0S-02-10 TET T b 1 Site 1 1 $0.01 4 3
el -02-10 Qo34 00 04135135 Site 1 1 $0.01 3 |
SO0S-0Z-10 (320 033012 Sibn 1 | $0.01 2 ]
2005-07-10 o-i:30:33 0sl: 3200 Ribn 1 1 §o.81 1 ]
L0 -0-0% 00: 3% 113 oo 3518 Site 1 1 f9.00| 1 -]
Tatal

Betting

#1.60
§£.15
.00
LR
AR
$0.00
#0.on
§o.no
fu.on
1155

wirmings

$0.00
§0.00
$40.00
$0.00
§0.00
$0.00
$0.00
§o.an
$0.00
¥0.00

The players sessions over the current month are shown. Not the underline of the session
date and time indicates the session details are available to be drilled down to.
Longer periods of the player’'s gambling history can be viewed in other GSA options.

The results of a drill-down on a session is shown below:

Reference Information
Venue Site 1
Terminal 1
Session 1
Card # 0000000000000016
Cate 2005-02-12
Start Tirme 00:35:03
End Time 00:35:18
Curation 0 Minutes
Machine Denarmination $0.20
Funds Advanced $0.00
Total Loss $5.00
Denomination Warning Mo
Denomination Block Mo
Excluded Warning Mo
Excluded Block Mo
Amount Limit Warning Mo
Amount Limit Block Mo
Tirne Limit Warning Mo
Time Block Mo
Number Of Bets 5
MNumber Of Wins 1]
Mumber Of Fund Updates 1
Average Bet $1.00
Average Win per Bet $0.00
Average Win $0.00
Average Time to Bet 0.00 Seconds

Last Change: | 3-Feb-2005

Haweirmiil
Biet Winmng
ars i Had

$1.80
415
$0.00
$%.00
§0.80
$0.00
$0.00
§o.00
$0.00
§11.55

Terminal 1, Session 1: Site 1
Time Journal Bet Win

15:53:49 324 $1.00
15:53:50 325 $1.00
15:53:41 320
15:53:49 323 $1.00
15:53:46 322 $1.00
15:53:43 321 $1.00

$5.00

let Movement

$1.00

$1.00

$1.00
$1.00
$1.00
$5.00

Funds Added

$5.00

$5.00

In this example the player did not reach any pre-commitment limit.
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In this example a player whose GSA card is blocked attempted to use their card

Terminal 1; session 9:
Reference Information Time Journal Bet win MNet Movement Funds Added
Venue Site 1
Terminal 1
Session ]
Card # 00000000000001031
Crate 2005-02-12
Start Time 16:01:37
End Time 16:01:37
Curation 0 Minutes
Machine Denomination $1.00
Funds Advanced $0.00
Total Winnings $0.00
Denomination Warning Mo
Denormination Block Mo
Excluded Warning Mo
Excluded Block Tes
Armount Limit Warning Mo
amount Lirmnit Block Mo
Time Limit Warning Mo
Time Block Mo
Number Of Bets 1]
MNurnber Of Wins 1]
Mumber Of Fund Updates i}
Average Bet $0.00
Average Win per Bet $0.00
Average Win $0.00
Average Time to Bet 0.00 Seconds

The player was not able to play because the card is blocked.
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Reference Information Time Journal Bet Wiin Met Moverment Funds Added
Venue Site 1
Terminal 1
Session 7
Card # 00000000000001031
Crate 2005-02-12
Start Time 15:59:58
End Time 15:59:53
Curation 0 Minutes
Machine Denomination $0.50
Funds Advanced $0.00
Total Winnings $0.00
Denomination Warning Mo
Cenormination Block Tes
Excluded Warning Mo
Excluded Block Mo
Armount Limit Warning Mo
Amount Limit Block Mo
Time Limit Warning Mo
Time Block Mo
Number Of Bets 1]
MNumber Of Wins a
Murmber Of Fund Updates 1]
Average Bet $0.00
Average Win per Bet $0.00
Average Win $0.00
Average Time to Bet 0.00 Seconds

This player has elected to not play on $0.50 machines and has been prevented from doing
so by GSA.
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Terminal 1, Session 2: Site 1
Reference Information Time Journal Bet Win Met Movernent Funds Added
Venue Site 1 15:10:58 Z99 $0.50 $0.50
Terminal 1 15:11:04 300 $2.00 $2.00
Session z2 15:10:56 298 $0.50 $4.50 -$4.00
Card # 0000000000000101 15:10:50 1] $0.50
Crate 2005-02-12 15:10:16 296 $1.00 $1.00
Start Time 00:19:45 15:10:28 297 $0.50 $0.50
End Time 00:34:52 15:11:12 301 $2.00 $135.00 -%16.00
Duration 15 Minutes 15:11:18 302 $2.00 $2.00
Machine Denomination $0.20 15:11:24 307 $2.00 $2.00
Funds Advanced $0.00 15:11:25 308 $2.00 $2.00
Total Loss $2.10 15:11:22 306 $2.00 $2.00
15:11:21 305 $2.00 $2.00
Denomination Warning Mo 15:11:19 303 $2.00 $2.00
Denomination Block Mo 15:11:20 304 $2.00 $2.00
Excluded Warning Mo 15:08:57 1] $4.00
Excluded Block Mo 15:10:14 Z95 $1.00 $1.00
Armount Limit Warning Mo 15:09:26 286 $0.50 $0.50
Armount Limit Block Mo 15:09:28 Z87 $0.50 $0.50
Tirne Limit Warning MNa 15:09:24 285 $0.50 $0.50
Time Block Mo 15:09:23 2584 $0.50 $0.50
15:09:15 282 $0.10 $0.10
Number Of Bets 27 15:09:22 283 $0.50 $0.50
Nurnber Of Wins 3 15:10:09 1] $2.00
Murmber Of Fund Updates 3 15:09:31 Z88 $0.50 $0.50
Average Bet $1.08 15:09:55 293 $1.00 $1.00
Average Win per Bet $1.00 15:09:57 z94 $1.00 $1.00
Average Win $9.00 15:09:37 zg9 $0.50 $4.50 44,00
Average Time to Bet 33.33 Seconds 15:09:45 zaz $1.00 $1.00
15:09:42 291 $0.50 $0.50
15:09:40 290 $0.50 $0.50
$29.10 $27.00 $2.10 $6.50

This is the session history of a player who spent 15 minutes on a $0.20 machine, made 27
bets, had 3 wins, had an average bet of $1.08 and inserted $6.50 eventually loosing $2.10
over the session. The session started at 00:19 on the 12" February 2005 and ended at
00:34 on the same day.

The information block on the right hand side shows each spin of the EGM machine in this
session. This information indicates the audit number, bet amount, amount won, net
movement and the points at which funds were added to the EGM machine by the player
(coin or cashless).
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Terminal 1, Session 1: Site 1
Reference Information Time Journal Bet Wiin Met Movement

Venue Site 1 00:z20:40 148 $0.10 $0.10
Terminal 1 00:z20:39 147 $0.10 $0.10
Session 1 00:z20:40 149 $0.10 $0.10
Card # 00000000000001031 00:20:41 150 $0.10 $0.10
Crate 2005-02-11 00:z20:42 151 $0.10 $0.10
Start Time 00:19:15 00:20:37 146 $0.10 $1.50 -$1.40
End Time 00:19:35 00:20:36 145 $0.10 $1.50 -$1.40
Duration 0 Minutes 00:20:28 141 $0.50 $0.50
Machine Denormination $0.01 00:z0:29 142 $0.10 $0.10
Funds Advanced $0.00 00:z20:34 143 $0.10 $1.50 -41.40
Tatal Lass $30.00 00:20:35 144 $0.10 $1.50 -$1.40

00:20:46 152 $1.00 $1.00
Denomination Warning Mo 00:20:51 153 $2.00 $2.00
Denomination Block Mo 00:21:48 160 $2.00 $2.00
Excluded wWarning Yes 00:21:48 161 $2.00 $2.00
Excluded Block MNao 00:21:49 162 $2.00 $2.00
Amount Limit Warning Yes 00:21:57 163 $0.10 $0.10
Armount Limit Block Mo 00:21:47 159 $2.00 $2.00
Time Lirnit Warning MNao 00:21:47 155 $2.00 $2.00
Time Block Mo 00:20:51 154 $2.00 $2.00

00:20:52 155 $2.00 $2.00
Mumber Of Bets 449 00:z21:01 156 $0.50 $0.50
Mumber Of Wins < 00:z21:10 157 $0.10 $0.10
Mumber Of Fund Updates 1] 00:20:27 140 $1.00 $1.00
Average Bet $0.73 00:20:26 139 $1.00 $1.00
Average Win per Bet $0.12 00:19:39 123 $0.20 $0.20
Average Win $1.50 00:19:38 12z $0.20 $0.20
Average Time to Bet 0.00 Seconds 00:19:40 124 $0.10 $0.10

In this example, the player reached a session amount limit and was sent a targeted
message to that effect.

Card blocking

Funds Added

Card Code: O00000000000001 6 Venue: Sy v
Location in wienae: | ()

Crate of Last Chovge: | 5-Feb- 2005

Rincked: Mo &
Fand Cand Beock Card

When a card is blocked, an email or SMS or letter is forwarded to the player where the
contact details have been provided. Once a card is blocked it is immediately rendered
invalid.
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Re-activating a GSA card

Card is ACTIVE.

Card Re-Activation Request
L1l i Aabiwibe

Operator: Flans

Card Code: QOCO00000000001 & Venia o - -
Location in wenue; [I'_'I
Date ol Last Chamge: | F-Feb-2005

Blocked: 1)y o«

Fimd Card F=mrtnenie Cad =TRET L

When a card is re-activated, an email or SMS or letter is forwarded to the player where the
contact details have been provided. Once a card is re-activated it is immediately rendered
valid.

REPORTING
o T Date 1-'|+~.-I:-2L"Jb[ml Display A5 | Tams = Filter |ninne =
T¥p® | Betings ~

Yanue by Datting

g wesk frd & 1

Rl n sy USRI BTN Si-dar i Prob-s0u% s &i-Tabri0s £
248 1 SIUL. 0% §55. 10 §25T.58
Tokali $201.85 $55.70 $257.58

Reporting is by card, venue or consolidated. A venue login allows the venue to see only
their data. A Statutory Body login allows the user to see the consolidated view.

Reports may be shown for the last 7 days, 7 weeks, 7 months, 7 years or compare the last
7 of each Monday or Tuesday or Wednesday, etc.

BY [ \Weuk v Date || 5 Fabnnn | Display A5 Tabi v Filter  sone -

TYBRE  fenings -

Betting per Hour by Week: Hite |

— week End weel End wegk End Wepl Ernd wesl End week End Week End Toral:
%= 1an- 2N0S L&-Jam- 005 23 1an-I005 A0-Jar-2005 N6-Fab-J00% 13-Feh-3005 20 Feh- 2005
000 - 00:5% $o2.00 §az00
BHGEED - DT §oan poaw
23:040 - F3:59 fo.8n F0.A0
VL T $d.11 $6.11
16:00 - 15507 $AT.10 §ar.an
Bf:0e0 - T&:59 f60.04 f&0.0n
16200 « 19:89 $5.75 §5.78
FLI00 - FLLET 5550 §E5.T0
Total: £I0L1.86 §5%.70 §297.56

Here one sees the totals for Site 1 for the Week ending 13 Feb 2005 and 20 Feb 2005.
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The sessions for Site 1 between nominated hours is shown below:

Sesdians belween 3 10O0:00 and T159:59 Rite 1

Monday Tuesdny Wedreastay Thursdng Friday Saturiday Sandey ]
Tarmnical + 14-Fab-2005 15-Faly- 2008 16 Fab« 3005 17-Fab-2005 18-Fel- 7005 19-Fab- 3005 16-Fab-200%5 Tl

$55.70

Tokal: 455,70 $35.70

Each underline is a journal for the EGM transaction in this Site 1 that can be drilled down
on.

Terminal 1, Session 3: Site 1
Reference Information Tirne Journal Bet Win Met Moverment Funds Added
Venue Site 1 21:52:36 400 $10.00 $10.00
Terminal 1 21:52:15 399 $40.00
Session 3 21:51:59 398 $10.00
Card # 6016902010067516 $10.00 $10.00 $50.00
Crate 14-Feb-2005
Start Time 21:51:50
End Time 21:52:41
Curation 0 Minutes
Machine Denomination $0.50
Funds Advanced $50.00
Total Loss $10,00
Denomination Warning Mo
Denarmination Block Mo
Excluded warning Mo
Excluded Block Mo
Armount Limit Warning Mo
Amount Limit Block Mo
Time Limit Warning MNa
Time Block Mo
Number Of Bets 1
MNurnber Of Wins 1]
Mumber Of Fund Updates z
Average Bet $10.00
Average Win per Bet $0.00
Average Win $0.00
Average Time to Bet 0.00 Seconds

Here one of the transactions has been drilled down to and note all the information
including player card number is available for examination, reporting and monitoring.
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CASHLESS PLAY

GSA supports cashless playing. The funds are not stored on
the physical card, although smartcards can be used. The
funds are deposited to the GSA card account and are held on
the GSA Portal.

The funds are transferred to the “cashless” acceptor in the
EGM and play according to any pre-commitment rules the
player has put in place occurs.

The balance on the GSA card account is decremented by a
transfer of the funds to the cashless acceptor or EGM.

Under GSA pre-commitment strategies the player can:

1. Set a maximum credit balance for the cashless GSA
card account.

2. Elect to only play with the cashless card account. If a
player elects to play cashless only, then they cannot
play with cash (coin/notes) in EGM machines — the
GSA authorisation process stops them and continues to
inhibit the coin & note acceptors.

3. Deposit funds using the Internet and credit card
authorisation; or use cash or debit or credit cards by
visiting a GSA point in a venue or mailing a deposit to

the GSA operators. Any other secure payment means can also be used.

4. Players can have credit balances on their GSA card account re-paid to them
in the form of a transfer to their bank account or a cheque. Fees are
associated with this service.

5. All deposits and withdrawals, in fact any movement, in the balance of the
account is written to the databases and a DEPOSIT report is available
through the GSA Internet Self Maintenance facility at any time the player
wishes to obtain a report. Reports may also be obtained via the mail,
however, fees are associated with this method.

6. If GSA active mode 2 is implemented the cashless transfer occurs directly

from the GSA card account to the EGM machine via the EGM and GSA

applications.

The GSA cashless facility places no money on the GSA card, the money is held
centrally on the GSA Portal with access to balance and transactions protected by the
need to have both the GSA card number and the correct PIN or PINs. Consequently,
this cashless playing technique does not generate theft or fraud opportunities or
place the player at risk of assault.
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Card Deposil
lak

Operator: Flanagan, John Admin
Card Code; Venue: |[FEERERD ~
Deposit on card
Amount{ s} Last deposited &
- W Manimum card balance €
| CASH & Date of previous deposit:
Balance §
Reference mo;
Payment date: 2005-02-14 18:49:22
| Find Card Diepose Rl

Enter card number, Press Find Card, enter amount, select payment methad, press Deposit

Card Deposit
aluia Ael

Dperator Flanagan, e Irin

Card Code: D00000000000001 & Yenue: s 2 v
LepasE o0 caed 0000000000000016
Amount{$): o og Last deposited $ 20,00

Maximum cord balance $ 200, 00
Drate of previsus deposit: 2005-02-13 01 2707
Balance $ G5 00

PFayment method:

WA TERCARD RS

Reference npé 3563024
Payment date: J005-02-14 18.50:48

Fint Card Drapoen Fesar

Enter card number, Press Find Card, enter amount, select payment method, press Deposit

In this example player owning GSA card number 16 has deposited $20.00 from their
MASTERCARD at venue Site 2. The cashless card balance prior to the deposit was
$95.00, the last deposit being made on the 13" February 2005 at 01:37 and the
maximum card balance permitted (a pre-commitment) is $200.00 .

Card deposit completad.

Card Deposit

Dperatar: Flanagan, Juhn Admis
Card Code: QO0000000000001 & Venue: | g, > -

uneditable0000000000000016
Amount] %)z Last deposived & 260, 00
Maximum card balance $ 200,00
Date of previous deposit J005-02-14 18:54:45
Balance % 115

Payment method: asTEarapn «

Reference no: Ze00] ed2
Payment date: 2005-02-14 18:54:45

Fund Card Depost Feset

Enter card number, Press Find Card, enter amaoat, select pagment method, press Depasit

The deposit is completed, note the Last deposited is $20.00 and the Balance is
now $115.00 on the card.
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A cashless GSA card balance enquiry facility is available. This can be accessed at
the venue either from a venue operator enquiry by the player or at a venue based
kiosk or by the player accessing their GSA card over the Internet.

Card Deposit Enguiry
. John Admin

Operator: Flanagar
Cord Code: Q000000000001 & Venue: |z, > -
Enguire on ¢ard DODODOO0DDODONLE

Payment method: MASTERCARD

Kefarence noc 2a00)] ad?
Payment date: 2005-02-14 18:56:40
Last deposited & 20 00
Maximum cord balance & 20000
Date of previous deposit: 2005-02-14 153:54:45
Balance % 115,00

Find Card Fegat

Enter card number, Press Find Card

Refunding funds from the GSA card to the player bank or credit accounts:

Operator: | lanagan, Jobn Admin
Card Code: DO0000000000001 & VOIUE! | e Sl
Esfund on card Q0000000000016
Amount{$): 5 o Last deposited § 20 00

Maximum card balance $ 200, 00
Crate of previous deposit: 2005-02-14 18 54-45

Payment method: | 2 STERCARD »

Reference no: 20001 02 Balance $ [ 15,00
Payment date: 2005-02-14 18:58:55

Fired Card Rihand Forsel

Enter card number, Press Find Card, enter amaoat with minus sign, Select re-payment method, Press Befond

Here $50.00 is to be credited to the player's MASTERCARD account.
The funds reduce the balance in the account and write an audit transaction to the
database.
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Administration

t\ AMC

convergent /

Users:
Functionality to deal with setting up authorised users in
venues, the Statutory Body, the GSA system operators and

Card operations others are provided. User setup defines the access level of
each authorised user and exactly what they can and cannot
Card Reports access and do.
Transactions Machines:
Information relating to the venue, location within the venue, the
5= Player denomination of the EGM, the maximum number of lines,

registration information and nature of game and further
information is held by GSA for reporting and compliance
purposes.

Administration

Users

Frequent Player Modelling:

Machines The applications that identify an individual as an “at risk” or
“problem gambler” are encapsulated in a highly secure area of
the Administration section of the secure GSA Portal. The
modelling consists of a complex series of psychological and
psychiatric based algorithms. These applications continually
run and triggered individuals are contacted by either email,
mail or a visit to the address details provided or alternatively
the individual is found whilst playing in a venue and contacted
at the venue where contact details have not been provided.
Due to the commercial sensitivity of this area and algorithms
no further details on this section are provided at this time.

Crata Entract

La gaut

SN SUBTENSS

Site Maintenance:

Details relating to licenced venues is set up and held here,
including who to contact and how to contact them in the event of a triggered
individual.

Email GSA:
An ability to email the GSA support area is provided.

In the following pages screen shots of these functional areas, with the exception of
the modelling area are shown.

&\ AMC o

There are 2 classes of users, excluding players.

Users based at venues are referred to as EMPLOYEES.

Users who are the Statutory body, GSA operators or other non-
venue based are referred to as PORTAL USERS.

convergent /

Portal Usar

What each category can do is very different and in each

ELELE category the ability to access information, change information
_ or print or otherwise run applications is determined by the

Rerurn Main Menu LOGIN of the individual and their ACCESS LEVEL.

Legout The ACCESS LEVEL categories are unlimited and are soft.

AT VAWBLER SUBTLENSS
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EMPLOYEES

&\ AMC
e ¢ 7 GSA provides venues with an ability to generate timesheets,
it bt L rosters and keep track of Employees hours in addition to
controlling the registration of authorised venue based users

Portal User who may be permitted to set up and issue GSA cards, change
GSA card information, accept cashless card deposits and so
Erl'IFlll:l';.'E'"-_' on.
Mew Ernployes
Edit Employee Security is paramount in these areas and this software makes

extensive use of encryption techniques.

Employes Report

Login Report This software has been in commercial use for in excess of 2
Mew Timezhest years in various forms and there have been no security
Timesheets breaches.

Feturn Main Reny Some screen shots are included showing the type of

information held on an EMPLOYEE.

System humber;
Login Mame:

Full Mame:

Find s [ERERLE] Sove Messt

Lmployese Maintenance for Internet Self

Passveord:

Password required: 7.,
Allave Change Passveard: Falzg »
Force Change Password: Fa, o«
Farce Lnbgue Passward: Falzg »

Passwiord Life Span: 5

Limit Grace Loging: ... «

Grace Login Mumber: 5
Remaining Grace Login: g

Password Explry: THdmy-2005 K]

Fmd Mew  Delete Sove | Reset
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Emplayers Malntenance far Intermet Self

e | Passwocdy BT 08 Actount
Lgnr Secutity Lavel: 4

Stafl Lewel:

POS Supervisor Falsa

Access to POS SetD: | Fajop w

Findd it Diislistir S Furtiinl

Eniployeee Maimtenance (or Inlermel Sell
i | ST VY Accounk
User suspended: | [fqlan w

Accoint EXpires: | fagg v

Account Expiry: 14 Men, 2005

Account Active:

E

14Feb=2005
Last Login: §4-Feb-2005

Find I Maw Dalate Sove FHasal

Extensive reporting of Employee activity is provided. This includes what functions they
have run and what cards they have touched and what they did to those card accounts.

PORTAL USERS

This section is traditionally used for Statutory access, non-
venue based access or management access.

All activities are fully tracked, including the source of the
activity (TCP/IP address and the portal user).

Samples of the information are shown including the reporting
drill-down.

Access to various functionality is controlled by the portal user
type and access level for each portal user.

Ern [} lo Yeg

Each portal user is protected by password control.

Return Main Meanu

Lo gout

SR VAVBLER SUATLE S
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User Maintenanes
Eof e _

LISErmmimia: |I'||'|I'|

First nomes | o0y Adimin
Surname: Flanagan
Emall address:

LSor VPR | pyaster 2ddmin =

Reporl Rooess: | &) P

SRS | et Sed v

Change password

Your current password:

Newr pastward:

ety nese password;

Sovw Fesst

PORTAL USER REPORT
________________________________________________ fortalUserkeport-AdC |

12hs Flansgen, John Admin AMC Mapeer ddmin O5-Feb-20 D4 11123156 O2-Apr-2002 §10:52:08 14-Feb-2005 18145121
pake John GSA Master Gamblar Subtle Assict Master  flanggan@ameratail com Master Admun | O3-Fab-2004 23:26:09  03-Feb-2004 23:20:00 | 10-Fab-2004 00:23;53
jaber ok Thamas Flanagan Tattervall atznbe@® e abey som Master Adenn | 10-Jan- 2004 BO:11:38  10-Tan-2004 001130 | 03-Apr-200d 00;12:97
jdalziel  Johin Daloied Tattarsall 1ohn.dalzigleus saleatonemmy | Company Adman | O2-Apr-2004 154714  O2-Apr-2004 15:47:04 | B2-Apr-2004 1547114
(-1 Govarnmant Ragulatar Criydrnimant Maitar Adrnin L7-Fab-200 2240028 17-Feb-2004 22:40:29 | 10-Fab-2004 00:44:00
ensarn | Dasare Cargaball Garedilar Sublle &sint Masler Maiber &dimn E2-Dan- 2004 FF:33:45  12-dan 2004 T3:33:45 | 19-Fobi 2004 00: 24 46
bob Robert Bird Taitersall birdre@y ahop. com Master Admin | 12-dan-200<4 22:30008 | 12-Jan-2004 2231150 | 19-Feb-2004 00;27 44
Jahnd Jehn Flanagan I TABLORF GAMING Maiter Aditun 0=2an-J00 OPoBe:2S  10-Jan-Z004 O¥i50:IH  1¥-Feb-I1004 002520

The report shows portal users, who they belong to, their access level and when they last
logged on. An appropriately authorised user can then examine in detail what any of these

users has been doing through the User Accesses report.

bt i whbdhs  uffibihs  iChbas  ACHEaN:  iofides  ubfaeiths  wibal T
Unkngwn Imemnet Sedf Hasenance 2 i 1 i a jL)
hn AMC 15% Sh 132 L T 4 4AES
Total: 15% &l 13 w6 o4 & 47%

The player internet accesses are summarised in this report and the details of which player
accessed is controlled by a separate reporting mechanism. The summary information is
shown to gauge the level of loading caused by player internet accesses.

Note the underlined name, john, and the counts under the various dates above the
underline means there is access related information to be drilled down to. Reports may be
obtained over all sites, over a nominated site and for a single week day by day or the last 7

weeks, the last 7 months, the last 7 years or the last 7 Mondays, etc.
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PORTAL USER ACCESS TRACE

aer Extrs Access Details = jobho for | 5-Feh-2005

Aafersnis Cetmili
Wiger |ann
Diate 15 Fah-200%
Tiimn L el
Eme Sie 1
Uier [@ Bddress 1 e
TEP Hogt (5% B 00T ade i el au
Browsar and Gp System Marilass 0 (eampatihle; H5SIE §.0; Windows NT 5,11 5W1; NET CLR 1.1 43220
Hafusst SodadSVaruaSassianRapart. ph
Full Begquest Jotet v arunEsisionfeport. phpTdte= 10 Roption =Ly O ptiofr=Obd e
Arzess Leval Haxkrr Adrmin
Enformation SRFsRS

This trace shows the user, “john” ran the “venuesessionreport” from Site 1 on the 15-Feb-
2005 at 00:28 from machine with address 211.26.51.55 with ISP host
055.b.002.ade.iprimus.net.au using Internet Explorer 6.0 and the user has Master Admin
access level and the information looked at was Sessions.

Security and privacy protection is a major function in the GSA software.

PLAYER ACCESS OVER THE INTERNET SELF MAINTENANCE

User Access Details - Unknown for 15%-Feb-200%

Time & Cgsmpany Lial] Site 1F aifdross
OEST26 LR Lngin - Card Number QOO0000G0000001 6 and Chain 953959 L PO
A2100{43 GRNEEY Logen - Card Number Q0000000000001 and Chain 499999 AL 203102306204
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SITE MAINTENANCE
This section is where the information relating to venues and

their allowed TCP/IP addresses, site contacts for triggered
individual assistance and other administrative purposes are set

up.

This section also contains the access point to the SUPPORT
functions of GSA.

Su pport
Feturn Main Menu

Lo gou T

LR SN

[ams - e Lompane Eodt Cods Hacestratinn K Lhange Dot Espire Digte
itariiel S wUOR0Y Irtsaiint Sall Manisnence Enbarmsl Salf Maintsnancs
Sanl 1] Tattnryal 3004 Gamblar Vanum 1 FERERERREENERNER] 15-Fah- 2005
=8z n Tattars sl 3151 SAe Code = EIETTET T EITEY T1-Mae - 20004
Bde 3 M TABCCRP GAMING 300 GEA Cass ZATITFITIFIZITILILNLL Oé-Feb-1005
LHY ddriecs | Blling Aoress | COntier | ALOUNt |
Company: Tatareall -

Gite Muniber: {0

Site Mame: Siig 1
ABN: fan04TaPE04

Reaiatered Name: oo enue |

Serial Number: yypi11m11111

Fimd R Sove Ragat

ae §- 21§ hillog Address | Looteit | Sicount |
Address Line: || | 57415 S Rilda Foad
Address Line:
CItY: | iaibaume
Stabe: | Sy Austalin -
Post Code: crpg

Country: Australls
Phane 12 55 5006070

Phone 2: | pape-r24-160

Fas | (595609606

Fund Firee Seven Fiovant
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Rile Mabiilmiane s

[T illing Addvess [ETTRTYETY
Address Line:
Address Line:
State! | Souih Ausrala
Puosl Code;
Country: Australia

Fimd MNew Sava Hesat

| | il Address 17019 dscount |

Contacl: ooy, Bulgar

Manager: Jishn Flansgan

Email: |Ilunaqc.'||§.cn|c1ulull com

New =] FResel

(Naing | Adreas | Bl Addieis | Sontai B2

Lagt Acceunt: (o). jmn-2004

BB

Accounk Explry: {1 Fan-2005

Fired Mirwr S | Roset
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TCP/IP OF SITES REPORT

This information is used by GSA to keep track of the sites and maintain
communications with them. GSA does not require static TCP/IP addresses. The
GSA site controller is always maintaining contact with the GSA Portal Host and
consequently the TCP/IP address is always known to the GSA Portal host.

. _______________________________________ Sesbetals _____________________________|
- Eile Lompany Expiry Dale hast IF Addnss Tims. Ehona
Sibe 1 10 Tolierial 15-Feb-2005 192.123.1.0 £9:Jan-2004 00:00:60 03-9820-8872
Eite 2 i1 Tattersall 31 Har-2004 19316822 26-Jan-2004 00100100 03-9560-9604
; a0 TABCORP GAMING 0 Feb-200% 19216823 10-Fab-2004 00:00:00 03-SU20-0072

SITE CONTACTS — who to contact and how.

Namg & £tz Lompany fastCode Ehong Mangogr
iotarnat GaH PRFId Intarmiat S8 Mantenanos
Site l 10 Talknraall GO0 a3-WE20-BET2 Balie Flamagan
Site 2 1l Tattersall 151 03-F5060-9600 Judy Charles
Eitg 3 30 TABCORP GAMING 00 DI-FHI0-HETE Juhr Flanagasn

SUPPORT

GSA shares the functionality of the other commercial portal
based AMCCIT products with support being distributed to the
individual sites, where required. This feature is used to

Site Maintenance distribute newsletters, software updates for venue based site
controllers and other purposes including training manuals and
SiLfppaLie the like.

Ay
Updates

convergent /

Manuals

Return Main Menu

Logout

(B AMBLER SUBTLENS
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MACHINE SET UP AND PARAMETERS

EGM machines can be set up indicating their position within the
location, their network address (if any), the denomination, the
maximum lines per play and the maximum value per play,
licence and registration details and so on.

This information can be used by GSA in determining pre-
Machine find commitment issues for players.

fMachine venue

layout Machine payback ratios and the other relevant fiscal metering
Repart (Partal) and other information can also be collected via the
communications with the EGM machine protocol (QCOM,
CMS, VLC) or the site controller using FTP or XML.

Return Main Menu

SAMPLE MACHINE SITE REPORT

PFartal Machine Bepart - AMC Converoent 1T

Maching w Engition Eszerigtion Yalueforec® Lo facd Lhain ing sarial Ny kicgnse No Lats Changed
(O0GO0S00000000]  AlD0G& | Pretty Sally & the Bed Creo sn Mo | TR Kiar Watsl Gaming 3 ARDEF-4%4 wwgiv-FTI1T | 15-Fab-2004 00)00i00
GO0GO00000 000002  ALO0OS  Captain Swagyies Tressure Chest .10 ves | Wes | Star Hotel Gaming 3 ABRCD-332011% viegow-334477 | LE-Feb- 2008 0000000
0oOoDOSOOO0eD00]  ALDOGE  Firates Cove Extravagania .02 Ted Mo Ear Hobtel Garming 3 ABCDEFGH-12I111 v O9EE 15-Feb-2004 000000

This report is drilled down on to show the specific machine information.

MACHINE DETAILS

Maching Inlormation Maintenance

Oipmrabir: Tmbin Thomas Flasiagan

Machine Mumbaer: 0000000000003 Venue: 3 Mame:
Company: |

wame: Star Hotel Gaming
Date of Last Change: | 5-Feb-2004

Descriptivn; Framy Salky in e Aad Drean
Credil value §: 00
Credits per line: 4 5

Max number lines: |54

Min spin value §;: | 5
Max spin value %; 36 00
Serial number. sprEp.asy

Maching Hoence nimbar: "

vicgar~22112
Play with coitr: | 1 ah
Play with Card: . ,,

Machine type: lackpet connec

Fined Maching Blire Machine S Maching R

The specific machine location in the venue is recorded enabling GSA to direct staff to
the machine a particular player is using. This is used to reach players who have
elected to remain anonymous.
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Machine Mumber: Q000000000000002 Venue: Mame:

Company: |

Name: Star Hotel Garming
Date of Last Change: | 5-Fab-2004
| Location
Position in site: s qo0s
Section within sites poop cromnee
Alsle im section within site: iyt Bpewrd Biank

Machines Melwork Address: 357529

| Find Mackmne MNew Macking Seve Mochee Reset

Considerable information is recorded against a machine this information is mainly
concerned with the financial monitoring of the machine for regulatory, turnover,
payback ratios and other administrative purposes rather than pre-commitments and
harm minimisation or harm avoidance issues.
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PLAYER REPORTING AND ACCESS TO THEIR INFORMATION TO CHANGE PRE-
COMMITMENTS

Players may obtain access to the information GSA holds in relation to themselves from a
range of sources:

1. Kiosks within a venue, if installed;

2. Telephonically requesting information;

3. Request mailing of information, fees may apply to cover postage and pettys;
4. Over the Internet.

The following example demonstrates the Internet Self Maintenance application available
for GSA players to:

Amend or change personal details;

Change allowed pre-commitments;

Obtain activity statements online;

Deposit funds by credit or debit card to a GSA cashless account;
Obtain deposit history report;

Obtain a history of changes to their GSA card;

View session information of their playing activity;

View significant pre-commitment limit events.

N~ WN =

The initial LOGIN screen is:

Welcome to the Gambler Subtle Assist Player portal,
This site allows vou to view or maintain your
personal details, limits and print your activity
staterment or changes,

Please enter your login details

Please Enter Your valid Email Address
or your Card Number
along with your Pin

Email f Card: [15

Pin: :....|"

For more information about this site, please contact Support
Keep your card number and Personal Identification Number (PIN)
confidential to avoid fraudulent use or abuse,

For security ensure you logout when finished.

The login process requires both the GSA card number or email and the player password
(PIN).
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This is a secure login with encryption of passwords and nothing appears as clear text.

Cardholder: Internet Saif Maintenance

A58 GAMBLER SUBTLE ASSIST=

Cardl Cinidu; OO000OO00000001 &
1T R Lese el UM s bty Lt cabies heduwcod lamiooal buvat:

[Hscretionary Inoome: V5060 00

Date of Last Clhange: 1 3-Fab-2005
| Baiaannl | Sessims |
State (Aesidesce): | oToR0 -

Comuntry [Residemee )i o e

vl of Age: Yy
Limiks: Pruof Age Methnod {phots 10): Dilvers losies
Wlogknd: 1 Prool Age Reference ® 20384 306 3
Created: 7] -l1an- 2004 Status: Sctive

Replacemuent card:

Haln Lag Cha Fmal Crwpcnd Hislany ety Entaminnt

ok coig Cord Changes ‘ipdam Fnet

Basic tab
Fields with a white background can be changed by the player using the Internet Self

Maintenance. Fields on a solid background can only be changed by authorised GSA
operators either at a venue or a GSA point. In this example the player is unable to change
the Proof of Age, Limits (pre-commitment), Blocked, Status, Replacement card, Proof Age

Method or Proof Age Reference fields.

Cardholder: Internet Self Maintenance

453 GAMBLER SUBTLE ASSIST™=

Gate of Last Chenge: | 3-Fab- 2005

Caril Ende: OOOOOOO00O0001 &
Bz Tl Ol LM gt Lot | Capbieu Bathudo: fesial Lo Sgisiol Seais
Tatal Daily limit($): oo g Lisnits Is MAXIMLUM all inrms gambling: |,
Tutal Weekly lim#{$) ¢o0m Apphy Limits toc
Total Manthly limBi$): 10000 EGMCasina
0 Hatlng: vop =
Tatal Yearly Imitis): oo
4200 00 Lt 1
[[Het | Ling CHA Ead Dwpasiia Hisisry AcSuily Saaiamant
Pk cond Card Changes 0 bihate Parsnf

Limits Overall tab
A player can elect to set pre-commitments on any supported gambling form which by

default is EGM/Casino machines and may include racing and lotto in the future.

Cardholder: Internet Seil Maintenance

53 GAMBLER SUBTLE ASSISTE==

Drafe off Last Change: | 3-Feb-2005

Card Code: OOO0ODO0D000001 &

i Lo il §= oo U] aung Lt [abeess | Epdusees [atsinsl Ledafi Estrswcl Sespoe |

Saeislon Bmits Mansy Thme Hmity Exchuds §Gs
Sessben maxbmum spend (81 500 Duadly lmi( %) 550 00 Draily timee limitihrsd: o Machine valus lmit{$ ) [z
Sossion Ume limM(hours 450 Weekly lImB(8): o000 Weekly Umee limishrs): 5500 Machine value Bmit{gh 55
Maximam ot Bmitl8k 0 00 shanibly lmBtl$): || o0 0o Manthby time lmiB(hes ) | 0 Covereide limite: 1, «
stinimums Session Bresbs | Wearly ImA($) 0000
[ﬂ] Lo O Emal Duiatsit Hovory Aoty St
Biock cand Card Changus |ipdea Haze

EGM/Casino tab

A player can set the pre-commitments in terms of spend & time on a session, daily,
weekly, monthly and yearly basis as well as time breaks between sessions and what value

machines to not allow them to play.

Additionally a player may elect to be asked a question at the time they reach a pre-
commitment if they wish to override that limit. If they actively override this becomes a
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factor in the “at risk” and “problem gambler” identification modelling. Whether a player is
given the choice about enabling overrides or not is configurable at a global system level.

ﬂG}qHBLER SUETLE Ass]srlp_;.- Cardholder: Internat Self Maintanance
| ""'_"'_""'j"'_ 3t Lt Umm';.ﬂﬂﬂ:.r:ub_ 4 Lemasuow Eeisbted Lot Empssl Smagmg e

Racing Weekly Umitis ) - 0
Racing Maathiy Umitl$ ) 0000
Hacing Yoarky Hmit(8 ) 200 g

|
|
‘ Rating Daily limis(sh g

Log O Emuil Dapcar Hisiory Ay Smpmpnd
Btk Gt Cord Chatgei Kt Fanat

Cardholder: Internat Salf Maintananca

Cardd Coide: DOOOCO000000001 & Bratw of Last Change: | 3-Fab- 2005
| Liats Qver sl | EGMICHh0 | Paciet [T - § Cliabens | Cachy Earinal |Lonas | titd | SERn |
Latto Dally limit{4 ) {000
Lok Waekly limings): 400
Lotis Maenthly Umisi 43 |10 00
Lakta Yearky Imitish 200 0n

Huin Leg Oul Frrnl Cannud sy Armaes Sieamand
Bk cand Card Changas e B

If multiple gambling forms are enabled and supported by the Statutory body additional tabs
in the form covering them become visible to the player for which they can set pre-
commitment limits. The two tab above show the forms for player pre-commitments in
terms of racing and lotto.

ﬂGAHH[ER SUB”_E#SSISTFEE" Cardhojder: Internet Self Maintenance

Card Code: OOO0O0000000001 6 Date of Last Chanaes | &-Fb-2005
iy Lamits Drearadl | BAUVTES | Baown Lt =0T Dzt (Estsmal | Liekr Eaposnd | Ssmion
Play mesney os card onky: Balance remaindng % -50 00

Last depasiied % 50 00
Mamimuns card balasce § - o

Date of depasits 2005-02-14 19:00:54

[Fee] Lag Ol Emal Dipuret Hergey Aty S
Bk caed Caur Changes Lipdein P

Cashless tab

The player who has elected to play on a cashless basis cannot change that status
currently via the web, they can either deposit funds to the card account which is held on
the GSA Portal host using a credit or debit card or change the maximum card balance.
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| cara Code: COOO0GO000N0001 & Date of Last Change: | J-Fab- 2005
Exclude an penslon/pay day: |
Lank Pay Day date: 50030402
Penslon/Pay day cycle(weeks o 7
Date limitx modflied: 20050214 230900

Fuln i Log Chat [roal Drapcait Hintony Aty Colamand

Btk crmd Coard Changes Uipdabe Fayat

The exclusions tab contains days or dates upon which the player does not wish to be
allowed to play. To activate this request the player provides a written request to a GSA
point and the information is processed. Having been set up a written response is needed
from the player to remove the specific exclusion.

In the example above the player has elected to not be allowed to play on Pension/Pay
days starting from the 2™ April 2004 and with a cycle every 2 weeks.

Other specific exclusion days or events can be configured.

ﬂGAHBLER SUBTLEASSW Cardholder: Internet Sell Maintenance

| card cote: OOOD00000000001 6 Datw of Last Chiange: 1 4-Fab- 2005
[ Azsics (Lot Comind | EDSU/Cavel | Saom | Lt | Canbie | Eslusins {277 ) Lt | Paterant | Sesamns |
Firstnasen! -0 L —
Middle tuttial: « Mubie ghone: g0y
ST (F] adaGAN Twinphuny ATRe: .51 19820587
Address | g og7 Telephane prefla o500
r ST LD STAEPET Telophone wulfia T
Y | MELBOURHE Telephone ext: |7,

Pasteodelzlphs 004

.I'.-I..p- Log O Emad Dimposil Heicrey ATy Simaranl

L e Caid Changas Lipdess Fasm

The player may amend their Personal details tab including address, email address and
telephone numbers for contact by the GSA operators.

ﬂGAHBLER SUBTLE #ssw Cardholder: Intarnet Self Maintenance

1
tard Code: OOOOO000000M0M0 L & Date of Last Change: | s-Fabe 2005

|
|
i.. i Tite Grered [SECTaens: Baong Lot ' Chiliess (ishaops Eecans] [RT Ssasecl Fassoe |
Club At | Crpen Casno = Club 3t pyreg - E allow
Card Mo: (o500 Card Mo 1 Al Clutys
= Send activity 1 Send activity
Club 2t | T apgem - Club 45 | p g -
Card Mo s e et Cand Mot [ s opg o
[ Send activity B Send activity
Hislps Lag Chat Frmne Dot Hestory Aty Sintiemar!
Ellock ceed Card Changes Uipedeis P

The Loyalty tab is where the player is able to maintain the loyalty scheme numbers for the
various loyalty programs operated by licenced venues that they are a member of and wish
to have updated with the session information of their activities as appropriate. This
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enables the player to reduce the number of cards they need to carry and avoids the need
for them to remember to use the loyalty card. The GSA card must be inserted, depending
on the mode implemented, and hence with this information GSA can ensure the player
receives credit for their activity within the venue affiliated with the loyalty scheme(s) of
which they are a member.

ﬂGAHBLER SUBTLE #ssw Cardholder: Intarnet Self Maintenance

1
| Card Code: OOOOO000000M0M0 L & Date of Last Change: | s-Fabe 2005

Change passveord

BEw pasTwond:
Helipe new paivivond:

This passwrsrd Is needed ts aceess the player infermation wla the infermet.

Halp Liog Chat Emnd Dipaet Hertaey Aty Sioageant
Hlock ceed Card Changes Upcinle Hazul

The Password tab is provided for the player to change their password (PIN) associated
with their GSA card and Internet access to GSA. The passwords are encrypted.

ﬂGAMBLEH SUBTLE‘SSW Cardhalder: Internet Self Maintenance

Card Code: QO0O0O00000000] & Date of Last Change: | d=Fab=200%
B | i Dovall | ESCasin |Badod |kt | Sastilns | sl | Excona Aol | Easammid BTG
Sesgions for the last month
i M Brroars
E#sn Shark Sassion End s Tarminal Crprmmm s Session Mumbar Fwdng) BEthng winnings Hiet Wnrings
arn i Asil
AR E-Rg- 0 19 h;4 7 17T ans L i #0.01 2 '] 148 #0.00 44,60
EODE-R8-3 1944559 Edal ans 1 i f0.01 2 i 2% §0.00 §4.15
AR E-fg-13 194070 IFdkll ans L i #0018 '] [ #0.00 12,00
EODE-R8-R 4GSk 820 ans 1 i 0,101 i L] §0.00 4500
EDO5-0g-10 5055 5T fra H B Sne L 1 $0.01 4 a F0LB0 #0.00 10.00
EDOT-OE- 0 Dl 3 BE 0135205 Sre 1 1 #0.01 3 eh J0.00 0,00 §0.00
ZDOT-0E-F0 [l 37Dl [ e b Sne L 1 #0012 1 F0.00 #0.00 1000
DD B0 DE) 01 3200 Srw 1 rk $0.01 1 o F0.00 $0.00 40,00
2D0E-02.-05 D0 ¥E: 03 15218 Sne 1 1 $0.20 % n 1000 $0.00 £0.00
Tetal 115 $0.00 F11.55
FHalp Log Out Email Depash Higsary Actiaty Slalgmant
Blark oare Card Changer Lipdsia Fagat

The Sessions tab shows the player activity over the current month. The session
information can be drilled-down to the session detail that includes the venue, the machine
identity, the length of time, any pre-commitment limits reached, any exclusions attempted
to breach, wins, losses, amount of funds played, and so on.
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S anion Hedsder

e e %6 GAMBLER SUBTLE ASSIST==
| Ao Ein i o
R . al 1, Sewsinn | Card & 000D
s : Ting Jourmal et =i et Mgcamant funds dddad
| it el 15:534% 334 180 $1.80
L o 188355 134 f180 f180
| e isnd b e 18831 18 15.00
R Yhne i it 15153 4F 333 §1.80 $1.00
Do e 155144 1 $1.80 $1.80
: ezt i i) 1515343 4] $1.80 $1.00
Fueds Advanted 10.00 o ad —
il Lase i
Dnarmenguen Warnng g

Dehomussben flock o

| Fucides ®arnes) lio
Enchaied Block LT

| Amsunt L Warrang e

| Arvea L hisek tia

| Time Limis waming b

| Tiere ek tin
Nurmhss Of Daty L3

| Surmber of Wing ]
Muemher OF Fund Lipdstes 1

| Aversgs het it on

; Avarsge wn per Nt §308

| Awarsge wn §o.00
Avarsge Toms &z Bat .00 Secondn

Each session shows the information above providing the player letting the player
determine exactly what occurred.

SELECTABLE INTERNET PLAYER REPORTS

ﬂGAMBLEH SUBTLEAssIsr..f_ Cardholdar: Internat Salf Maintenance

| Caril Codes OODODLOOOMNI000] & Date of Last Change: | 4-Fah-7005
BT Lres 0veral EaMICapop | Eapng Lo | hibets |Ehusmns | Pesaeal | Ladhity Patsward | Skisant |
Discretionary Income: 50000 State (Reskdence )t o romLs -
Proof of Age: 1 Country [Residence )i -‘;J.ISTRM.IF-
Limits: Proof Age Method {phato 100 D jvers [eance
Blucked: [+ Proaf &ge Referenoe £ 2004 996 3
Cenated: 31 -Jar- 2004 Stus: Activi
Baplacement card:
Hrlp Log Dt Ermall Dimpanit Hisiony Actraty Siaiemond
Efock card Cand Cheerges Uipdals Fessal

The buttons at the bottom section of the screen are controls and reports the player may
select.
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PLAYER GSA CARD CHANGES REPORT

GAMBLER SUBTLE ASSIST*

1

B

=58

555

2005-2-14
11:09 PM

£008-2-13
Tl BN

EDO05-2-11
11T &H

2005-2-12
356 PM

Z005-2-10

10530 PM

2005210
10:27 PM

£005-2-10
1025 P

TOUK-3-10

10:22 PM

£005-2-10
10:19 FM

2005-2:10
104 PM

&005-2-10
10:34 PM

Tonk=Z-11

ArEE PM

F008-2-10
HI55 FM

ST

fifoooid

EBchelin

LLREL

dbfriwra

nhiohyts

chILchid

07 adidin

nigwinn

15304 pdn

17165878

ELL= L

caNdintc

Change Detalls for Card: 000000000000001 6 current Site: Inteenel Sell Maintenance

Flayer mammum gard balance changed from 0.00 tm §200,00,

Blockesg chaspail feeemn YVies ko Na,

Plager manirtn card Balanes changed from 150.00 19 §200.00.

Blochorg chenged Irem No bo Yer.

Maximum Bet imit changed from § ¥5.0 to §4000. Session Break changed from © 120 minutes to 150
minutes.

Mazimum Bet limit; changed fram § 30.0 i $35.0, Session Break changed from & 50 minutes ba 120

EfiflbEs,

Mazimum bt amoed limi shangsd from § 20.0 ta $30.0,

Sessions amsunt limit
1200 Beuire. Bavifra Bet armaunt imid

fraen § LB0.00 fo $120,00. Daily tirme ln shangad from: 20.00 heurs to
d freen 20,0 80§00, Dradk ah reaching Miximum

Spared of Time i & Sezsion changed from| 80 rreredes Lo B0 manules,

Sessions amount limit changed frem § 200,00 1 000,00, Week kma changed from § 35000 te
$450,00, Mannrm Bet amount bt changed fiam § 25.0000 §30.0. Bresk an resshing Maxsmum Spend
ar Time in & Session changed from: #0 minutes ko 00 minubes.

Bazimum et amecst limit changsd from § 0.0 ta f25.00, Time Brexk after reaching Macmum Spend
or Time in-g Sesrion and staring 3 nes Session changed fromd 120 minuses to 50 minutes.

Limits apply fo racsng changod froms Mo ko Tes. Limis apoly b lotbs changed frams Mo b es,

Time Break afer resching Maximum Spend or THne in'a Session and starbing & naw Session charged

Frafmi 30 reinltse B8 130 Minuked.

Sassions armeunt limit chesged froom § 060,00 fo §200,00.

Operator

ane_jakn@y ahno Sam

acs_jefniyehoo.cam

aes_jahniy shon.eom

acs_jefniyehoo.cam

At jedwil y shoo. coim

aie_jabn@y ahnn sam

acs_jcfnilyehoo.com

aee_jakn@yahnn sam

ata jehn@yahun cam

ary _jehnirahoo com

acs_jchwnilyehoo.com

see_jsha@pahno.sam

aci_jebnillyshoo.com

e

o

This report is obtainable on demand by the player and reflects all changes made to their
GSA card from any source whatsoever and who made the change. This ensures the
player that requested changes have been made in accordance with their wishes and
secondly lets them follow other changes including blocks.
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Flamsgan, Jaka Admin

Flarsgan, Jebe Admin

Carithalder
OO0000000000001E wa

sl

Cardholder
GO 0000000001 via
bitnrnat

Tanegan, John Admin
Flamagan, Jake Admin

Cartholder
0O00000DOD0110 via
Litarnat

Cardholder
VOUHOHUOSCDN00TL G Wi

Brlarnsl

“ardholder
HON0N00GSaO0016 wia
Internat

Cardholder
DOODGOOOCCDRDLE Wi
Irmrnst

Cardholder
Obo0GI0N00010 wia
Lrarnat

Cardholdsr
DONONOGOGEOHN0LE ik
Irtarnal

Sardhalder
OnO0OGOME0001A w4
Intarnet
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PLAYER GSA CARD CASHLESS DEPOSIT REPORT

| 8% GAMBLER SUBTLE ASSIST™=""

Deposit Fetalls for Card; 0000000000008 6 curvent Sites Internet Self Mamtenance Dperaken

Dangid Dals Refacencs Cah it femcaih Qusraber PREMIZET

AL St péizsaa] Sisshae, ot daposits: |
Sub-intal deporRs: 3400 T3 §E95 2T

2005-2-6 145 &N RELTE §50.00 | CAEZH E2.00  Flanagan, Meha Admn SAa 1
200%-2-6 AT AN ahaacdrz OO0 | CASH §2.00 | Flanagan, Seka Admin LTS
Z00%-T-14 T:00 F# dbldliaas §0.00 | HASTCRCARD §70.00 | Mansgan, Jobe ddme Emmrnet Sak
2005214 &84 M 2rifed $0.00 | HASTENCARD §20.00 | Flanagan, Jshe Admen Sfn &
2006-2-10 1148 P TETY Fin0i | withdramal Yis CGH Maching §0.00 | Saif LA 1
2005-2-13 1137 AN 335630624 2000 CASH 40,00 | Flanagan, Jehe Ademry Shn 1
2005218 1154 AM Trdd3fn] $50,00  CASH §0.00 | Managan, Jeke Admin el
200%-2-11 1115 AM #abkLboba FELOn | CASH f0.00 | Flanagan, Seka Admran cas
2005-2-1 243 FM OmledTia §0.00 | HASTERCARD FLI0.00 | Flanagan, Jehe Aderas Chn 1l
2005241 Tial P Ahasbbbs 000 | CASH §0.00 | Aanagan, Jehe Adme Eenl
20041-0-12 3: 240 FM fead3fil §200.00 CAEH §0.00  Managan, Jheddmin Ske I
2004 -4-3 12118 BN Betlsiid §10.00 | CASH §0.00  Jakey Thomas Flanagan St L
004=4-7 11d1 AW 10sdeTie 0,00 | HAXTERCARD £30.00 | Jolw Flanagan Admanisisstor Tan 1
200-4-2 530 AN BclO¥sd 50,00 CASH §2.00  dehw Managan Administrsior Ertarnet Salf
2004-5-2 1101 &AM 231d741d $0.00 | DINERE §Z5.00  Jodwn Flanagan Administrator ke 2
200s=4:3 1100 AW afibiaant FR0.00 | CASH §0.00 | Jekm Flaiagan Adminigtrator itarniet Sall

This report shows all deposit and payout receipts affecting the cashless GSA card
account, including refunds to the player and funds transferred to an EGM machine. The
information can be tracked over any date period the player desires.

PLAYER GSA CARD ACTIVITY STATEMENT REPORTS

b4 GAMBLER SUBTLE ASSIST™=""

BY |Day " Date [qpenanns [EE Display A5 | Tabls Filter [rione v

TyRe |Eannge -

Wenue by Betting - Card & 000OD0000G0000 L6

yanus Hutlar Tusmsee weuresidar Thratadar frday Eaturdar Suindar Totalw
Bibe 1 $0.00 .80 1500 §5.75 1155
Tortal: 089 4,0 $5.00 .78 §11.58

This reporting structure provides the player with an easy to use powerful tool to understand
a large number of things about their playing over any period of time. The calendar can be
set to any date today or in the past. The report can be generated on a daily, weekly,
monthly or yearly basis and then a range of different filters applied.

The filters may be a specific warning or block activity or any warning or block activity.
The type may be betting, winnings, net movement or sessions.

In the above example you can see card 16 played at Site 1 on 9-Feb, 10-Feb and 12-Feb.
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A GAMBLER SUBTLE ASSIST*==

Report Bptions

Dats. | yp5on-an0s [EE Dlsplay A5 [Toble  » FILOE |1 x
Ve Eannge -

Betting per Hour by Day: Site | - Card # DB000000D00300 16
Time Monday Tussday wWelnegiay Thursdsy Frudayp Laturday Huniday Total:
07 -Fab-200% DB-Feh-2005 0O0-Feb-2005 A0-Fab-200E 11 Fad 005 13-Feb-2005 13-Fab-2005
Q000 005 fo.oa 0,00
000 - el ;5% $0.00 #0.00
a0 - 2389 $0.a0 080
AG.00 - 36:50 =0 00
19:00 - JF59 575 §5.75
Tatal: E1E ] $0.80 #5001 278 $12.585

Clicking on the Site 1 the player is shown the times of each of their activities in the Site.

Clicking on the time reveals:

Dettimg per lour by Day: Site 1 - Card # O0O000000000001 6
Thos Muniay Tussday wodneiday Thuraday Friday Saturday Earndng Totalt
o7-Feb-2005 02-Feb-2005 09-Tek-2005 10-Feb-2005 11-Teb-2005 12-Feb-2005 1:Feb-E005 .
RRi00. D0:ER $0.00 1000
OO0 = s 58 fo.nn §o.on
LX00 - ZNTE $0.00 [TE ]
A5100 - 3859 & T § 500 §5.00
> | Mims Smssiong dor this e |
%00 - 1958 £5.75 [T
$0.00 §0.00 15.09 1575 11155

Toted:

This enables the player to view the sessions they played in this time interval.
Clicking on the link shows:

Card & EOAONDODNOONBOLG  Sessiuas briween |S00:00 and 135954 Site 1

Handay Tussday ‘Wadnesday Tharsday Fridey Saturday Sunday 1

Tacmend = 07-Feb-2005 08+Fel-2005 08 Fab-2008 10:Fab-2008 11:-Feli-2005 12:Folb-2005 1¥Fel-200%8 Tahal
1 yu.00 % LRI
500 §5.00

Tokal:

This indicates the player played terminal 1 on the 12-Feb and bet $5.00, note the
underlined 1 beside the $5.00 by clicking on it the player sees the full session details.
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Refarence Infarmation
[r— Sakn 1
Ty 1
i 2 Yans il Bet #in st Mgvsinent Fuunds Addnd
Card & QOCDOONCONo0aLE 1553149 324 £1.00 100
Diate 12-Fab- 2005 155950 315 §1.00 .00
Stast Ture 0 35: 09 By o §5 .00
End Time Gk 35218 16:53:40 319 §1.00 §1.00
Ehet iAo o 15:63140 azz 1100 100
b g Fzn 15:53:43 an $1.00 §1.00
Funds Advanced §0.00 §5.00 $5.00 ¥5.00

Total Loy §a.UG

Denaminatich Warning ]
Denormnahan Biock Ba
Exclyded wWarming Wi
Excleded Black Mo
Asnaurd Limit Warning Ha
Arpoyrd Limit Blozl (]
Tiraé Lirnit Warming Ha
Tirmn Block M
Humber Of Bets |
Humher Of Wing a
Humber Of Fund Updates 1
Average Bet g1no
Avarage Win per Bed $0.00
Avarags Win §0.00
Avarage Tens to Bel .80 Secands

The player has been able to view the entire details of the session they were interested in.
This gives to the player the ultimate power to always be able to know exactly what they
did, no guessing and encourages them to play responsibly.

PLAYER SELF EXCLUSION (BLOCK) USING THE INTERNET SELF MAINTENANCE

ﬂEAHBLER SUETLEASSW‘ Cardhaoldar: Intarnet Self Maintenance

Card Code: 000000000000001 6 venus: | ETEIERT ~

Locatlen In wenue; 11
Date of Last Change! | 4-Fob- 2005

Blackod: |, o

Biock Ceed I Foturn 2ol Maimenanoe Fage

The Player can self block or exclude themselves from being allowed to play EGM
machines within a venue or all venues. The player is sent an email confirming their
blocking of their card.
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PLAYER EMAIL TO GSA SUPPORT

ﬂGAMBLER SUBTLE ASSISTAM : Player_supE?l'atg);:rstraq.com

From {(Name): |JOHNTFLANAGAN |

From (Email): |acs_john@yahoa.com |

Subject: | |

Message:

Send Email Feget

A player may direct any questions to the GSA operations and support area directly from
the Internet Self Maintenance application. The email can cover any relevant matter or
question the player has in relation to GSA and its operation.

LOGOUT SCREEN

GAMBLER SUBTLE ASSIST==

Lagged Out
Thank you for yvour Pamronags

any changes that have bean made will be activated, subject to the relevant guidelines and any 'cool off penods applicablb:.
If you have suppled an amail addrass, an emal confirming the changes made by you will be forwarded

You can only view your own card and datads; Emal messages are automatcally sent to the cardholder confirming gll changes maode
For auditing purposes a record of all changes and who 15 making them are retained, This informaton is heald subject to Privacy provisions
Hli—l’n.mn
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PLAYER ACTIVITY STATEMENT & STATUTORY BODY REPORTING OPTIONS

FILTERS

by | Dy - [T ey | Display A% Tably = FIler | poiamng =

Wenur by Detiing - Canl # TDNSSDDNOGGO0 10

Ench Enudad
Bk Aot
o Tang

The report filter option of any warnings has been selected.
The report shows that at Site 1 there were 2 warnings issued to players.

Drilling down on the Site 1 reveals:

BY | [y - Date  |nocoonns m Display A8 | Takje w Filter | i vwaring  »

TVPR | Eatnge -

Watting por Haur by Day: Site | - Card # DODOOOBOANOG0E0T
Titna Honday Tuesday Wednesday Thursay Friday Cakurday Sunday Tatsl:
07-Fab-2005 OR-Fab-2005 O%-Fab-2008 10-Feb-00% 11-Fed-00% 12-Fab-1005 13-Fab-2005
D0D0 - 00559 pUE- ] $0.00
16000 - 16159 $40.00 $40.00
Total: $0.00 #40.00 40,00

The warnings happened in the hours shown and further drilling down shows:

Card # 0O0ODOOIIBOANIN]  Filtered on: Aiy Warnirg Sesshons between D0-00:00 and 00:59:53  Site |

My Tussday medhruday Thnirddlay Friday Laturday Londay 2

Tarminalw 17-Feh-2005 0. Fab: 2005 9:Feh-2005 10 Feb-2005 11 Fek 2005 12:Feb: 2005 13.Fah-2005 il
i 0003 080
Tukal; #1000 f [ K]

The audit journal for the terminal session is shown and drilling down shows
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Reference Information
Venue Site 1 The venue
Terminal 1
Session 1 The players session number
card # 0000000000000101 The player GSA card number
Date 09-Feh-2005 Date
Start Time 00:19:15 Session start time
End Time 00:19:35 Session end time
Duration 0 Minutes Session duration in this case zero.
Machine Denomination $0.01 MaChine denomination-
P $0.00 Funds inserted — none as card rejected due
Total Winnings $0.00 Ilmlt reaChed'

Denomination Warning Mo

Denomination Block No i

Excluded Warning or Player was excluded from playing.

Excluded Block Mo

Armaunt Limit Warning Tes

Aot L Black - Reasop player exclud.ed. was pre-
— : commitment amount limit had been reached.

Time Limit Warning Mo

Time Block No

Nurmber Of Bets 1]

Nurnber Of Wins 1]

Mumber ©f Fund Updates i}

Average Bet $0.00

Awerage Win per Bet $0.00

Average Win $0.00

Average Time to Bet 0.00 Seconds
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Reference
Venue
Terminal
Session
Card #
Cate
Start Time
End Time
Duration
Machine Denomination
Funds Advanced

Total Loss

Denomination Warning
Denomination Block
Excluded Warning
Excluded Block
Armount Limit Warning
Armount Limit Block
Tirne Lirnit Warning

Time Block

Mumber Of Bets

Mumber Of Wins

Average Bet
Average Win per Bet
Average Win

Average Time to Bet

Mumber Of Fund Updates

Infarrnation
Site 1
1
g

0000000000000101

12-Feb-2005
16:00:06
16:00:34

0 Minutes
$1.00
£450.00

£40.00

o
1
$20.00
£0.00
£0.00

0,00 Seconds

Warning message about amount limit given

Play block due to amount limit having been

reached.

Terminal 1, Session § Card # 0000000000000101

Showing: Any Warning

Site 1

16:00:30

16:00:24

16:00:14

Journal Be

328

327

326

Win
£20.00

£20.00

£40.00

Met Movernent

Funds Added

$20.00

$20.00

$40.00

$450.00

$450.00

The players activities that lead to the warning and block in the example above.

Copyright © AMC Convergent IT 2001 2009 Patent Issued Australia, New Zealand, Singapore, South Africa and
Pending in other Jurisdictions

D:\GAMBLING\PRODUCTIVITY COMMISSION 2009\SUBMITTING\AMCCIT PCS GSA 150305 PART 1.doc




Page 123 of 127

An excluded player block is shown below:

Reference Information
Yenue Site 1
Terminal 1
Session q
Card # ooooooooooooolol
Date 12-Feb-z005
Start Time 16:01:37
End Time 16:01:37
Curation 0 Minutes
Machine Denarnination £1.00
Furnds &dvanced £0.00
Total Winnings £0.00
Denomination Warning Mo
Denomination Block Mo
Excluded Warning Mo
Excluded Block TES
Arnount Limit Warning Mo
Armount Limit Block Mo
Time Limit Warning Mo
Tirne Block Mo
Mumber Of Bets n
Mumber Of Wins n
Murmber Of Fund Updates n
Average Bet $0.00
Average Win per Bet $0.00
Average Win 4£0.00
Average Time to Bet 0.00 Seconds
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CHANGES MADE TO A PLAYER PROFILE GENERATES EMAILS TO PLAYER

Eingl successfully sent to acs_john@yahoo com

Precommit card details were successfully saved

Card Mai

Dperater: Inhn Thames

Card Codp: QOG000C00000001 & Vonue: | a2 -
Location inside venue: | |
Dale of Last Change: | 5-Mar-2005

Diserelionary bvcamas RAIO000 State [Hesidence )2 EOUTH ALUSTRALLA a
Proul of Age: as v Country (Residence): . crpas
(R SR

Blocked: pjr o«

Croated: 1 7-Fab-2003 Proof Age Mathod (photo 10 funses jieanee

Proof Age Reference #: .. e o
STALHE | A o

Replacement cord:

Haig Find Coad New Card Sove Coad Rezei

The email response to the player indicates each field that has been changed.
It shows what the field was and what it has been changed to.

A reference number is allocated by the system and the player is directed to the GSA
point where the change was made if appropriate and informed how to contact the
person who activated the player’s request.
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SAMPLE EMAIL FORWARDED TO PLAYER FOLLOWING CARD CHANGES

GAMBLER SUBTLE ASSIST CARD PROFILE UPDATE:
CONFIDENTIAL

Date: 15/03/2005
Dear Cardholder 0000000000000016 ,

On 15/03/2005 the following changes were made to your Gambler Subtle Assist card profile either
directly by you via the Internet

or as recently requested in correspondence with us.
The changes are effective from 15/03/2005 time: 00:29 .
The changes requested were:

State changed from: VIC to SA.

Sessions amount limit changed from $ 2.00 to $200.00.

Day limit changed from $ 600.00 to $550.00.

Week limit changed from $ 900.00 to $850.00.

Month limit changed from $ 1200.00 to $1150.00.

Year limit changed from $ 15000.00 to $13000.00.

Excluded machine type changed from $ 0.50 to $1.00.

Daily time limit changed from: 9.00 hours to 6.00 hours.
Weekly time limit changed from: 12.00 hours to 18.00 hours.
Monthly time limit changed from: 24.00 hours to 28.00 hours.
Maximum Bet limit changed from $ 600.00 to $20.00.
Session Break changed from : 5 minutes to 15 minutes.

The changes were processed by John Thomas Flanagan at:
Site 2

Unit 237/416 St Kilda Road,

Melbourne,

South Australia 5004

Your reference number for these changes is: 58e42532.

Should you have any queries or wish to make further changes please do not hesitate to contact us at
our email address in this

email (webmaster@systraq.com) or at the venue (jfflanagan@amcretail.com).
Alternatively, you may contact the venue by telephone where the changes were made on 03-9820-8877
for assistance.

Thank you for your request and we are pleased to be of service.

Yours faithfully,

John T. Flanagan
Director Gambler Subtle Assist Card Services
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CARD BLOCK REQUEST PROCESSING WITH EMAIL RESPONSE TO PLAYER

Emal successfully sent to acs_john@yahoo.com

Card block request was successfully saved

Operatar: Inhn Thamas Flanagan

Card Code: Q0000000000000 & Yenue: =iy 2 -

Location in venue: | |

Date of Last Change: | 5-pMar- 2005
Deafards

Placked: Yy ¥

Fired Card Block Card Feset

SAMPLE EMAIL ALERTING PLAYER THE GSA CARD IS BLOCKED

GAMBLER SUBTLE ASSIST CARD PROFILE UPDATE:
CONFIDENTIAL - CARD BLOCK

Date: 15/03/2005

Dear Cardholder 0000000000000016 ,

On 15/03/2005 acting in accordance with your expressed wishes we have BLOCKED your Gambler
Subtle Assist card.

From the effective date and time your card will no longer activate gaming or gambling activities at any
venue within the State of South Australia.

The insertion of a card into the poker machine or its swiping at a gaming machine or, depending on your
profile at betting at a racing meeting or Lotto purchase point and verification the card is both valid and
active is an essential step in the gambling and gaming process in South Australia.

The BLOCK on card 0000000000000016 is effective from 15/03/2005 time: 00:00 .

The changes were processed by John Thomas Flanagan at:

Site 2

Unit 237/416 St Kilda Road,

Melbourne,

South Australia

Your reference number for the blocking of the card is: a8e87b34.

Should you have any queries or wish to make further changes please do not hesitate to contact us at
our email address in this email (webmaster@systrag.com) or at the venue (jflanagan@amcretail.com).

Alternatively, you may contact the venue by telephone where the changes were made on 08-9820-8877
for assistance.

Thank you for your request and we are pleased to be of service.
Yours faithfully,

John T. Flanagan
Director Gambler Subtle Assist Card Services
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RE-ACTIVATING A PLAYER GSA CARD

Card card re-activate request was successfully saved

Card Re-Activalion Reguest

Operater: Tolm Thomas Managar
Card Code; OOOODO0O0000001 & Venue oo g i
Location n wvenue: 50
Date of Last Change: | 5-Mar-2005
Details

Blocked: |y«

Find Gl Furartamae Card [=TiET]

Emails are generated or SMS or mail letters are generated for those players who
have provided appropriate contact details for the following circumstances:

Changes to GSA card details.
Blocking requests.
Re-activation requests.
Triggering by GSA modelling.

POON =
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